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theoretical figures like Van Creveld, Gray, Hoffman, and Kilcullen, it is argued that logistics 
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also forms the core of a sovereign, adaptable, and sustainable national defense doctrine.
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Introduction
In the twenty-first century, power is not defined solely by military strength or the 
possession of advanced technologies, but by the ability to strategically maintain 
that power in volatile, ambiguous, and multidomain environments. In this new 
context, military logistics (ML) ceases to be a secondary function and gains 
strategic importance: It becomes the invisible thread that connects maneuver, 
deterrence, and national survival amid global disruption. This chapter does not 
offer a traditional view of supply or transportation; instead, it provides a deep 
reinterpretation, with a doctrinal and forward-looking approach, of logistics as the 
critical infrastructure, digital architecture, and backbone of national security. 

Through a thorough overview of concepts such as military logistics, cyber 
logistics, digital autonomy, logistics intelligence, and hybrid warfare, the text 
shows that logistics is no longer just a technical tool but a strategic instrument 
for asserting sovereignty. It examines the challenges of prepositioning in highly 
contested scenarios and the integration of artificial intelligence (AI) into logistics 
decision-making. Drawing on figures like Van Creveld, Gray, Hoffman, Kilcullen, 
Arquilla, and Ronfeldt, this chapter encourages readers to see logistics as the new 
center of gravity of modern military strategy.

Currently, the international landscape has radically changed the nature of 
conflict, as well as security and defense parameters. State confrontations have 
been replaced or supplemented by hybrid wars, cyber warfare, long-term low-
intensity conflicts, informational battles, and fights for control over strategic 
resources. This shift not only alters the form of warfare but also redefines its 
operational and logistical bases (Hoffman, 2007; Killlen, 2020a).

Additionally, modern warfare develops in a multidomain environment 
that simultaneously combines operations across land, sea, air, cyberspace, 
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electromagnetic spectrum, and outer space. This overlap of domains demands 
synchronized response capabilities, extended mobility, interinstitutional 
coordination, and a resilient, adaptable, and digitalized logistics system. In 
this setting, traditional support lines have been revealed as inadequate. It is no 
longer sufficient to guarantee supply at the battlefront; today, logistics must also 
support national infrastructure, which is vulnerable to hybrid conflicts and cyber 
sabotage, making it a high-priority target (Bueger & Liebotrau, 2021). Furthermore, 
it must safeguard global supply chains, including underwater cable networks 
and strategic energy transport systems vital for national power (Clare et al., 
2023). Added to this is the necessity to ensure energy flow, not only as a physical 
resource but also as a structural element of strategic autonomy. All of this must 
be managed amid increasing pressure to operate in scenarios marked by legal and 
diplomatic ambiguity, especially in domains lacking clear state sovereignty, such 
as cyberspace and seabeds, where no definitive legal frameworks currently exist 
(Guilfoyle et al., 2022).

The Strategic Invisibility of Military Logistics 
and Its Central Role in Operations
For decades, logistics was viewed as a supporting function, subordinate to tactical 
maneuver or political strategy. However, this perspective has been challenged by 
both military history and current evidence. As Martin Van Creveld (1977) states, 
“logistics determines what is possible in war,” so its weakness can lead to defeat 
even without combat.

In his work Modern Strategy, Colin S. Gray (1999) argues that strategy can 
only succeed if it is supported by a logistics framework that ensures its ongoing 
implementation. In this context, logistics should no longer be viewed as a technical 
appendage but as a core component of national power, on equal footing with 
nuclear deterrence, strategic intelligence, or technological superiority.

Historical examples highlight the vital role of logistics in determining the 
success or failure of military campaigns. Napoleon’s defeat in Russia and the Axis’s 
struggles in Africa during World War II exemplify how logistical limitations can 
shape the outcome of conflicts. More recently, Russia’s logistical challenges in the 
2022 invasion of Ukraine demonstrate that the ability to sustain military operations 
under changing conditions is crucial for achieving strategic goals. According to a 



Correlation among Military Logistics, Strategic Studies, and National Security  
and Defense: The Invisible Architecture of Power in the 21st Century

67

report by the RAND Corporation (Martin et al., 2023), which examined the logistical 
deficiencies faced by Russian forces during the campaign, poor planning and 
limited logistics capacity played a significant role in Russia’s unfavorable results.

The strategic invisibility of logistics is shown in its tendency to be 
underestimated in military planning, despite its vital role in executing operations. 
This function is crucial for mobility, support, and the effectiveness of forces in 
the operational area. Recent research emphasizes that efficient logistics not only 
supports tactical operations but also affects the development of military strategy, 
making it a key factor in mission success (Black, 2020). The ability of a military 
force to project power and sustain prolonged operations largely depends on the 
strength and flexibility of its logistics system, highlighting its central role in national 
defense and security operations (Black, 2020).

Definitions in Military Logistics
Next, some definitions of ML, along with their authors and the year of publication, 
are presented to illustrate the evolution of ML thought. Castañon (1792) defines 
ML as a function of the General Staff of the French army exercised by the major 
général des logis, who is responsible for marches, camps, accommodations, green 
fodder, correspondence with spies, and issuing instructions for both general and 
specific officers assigned to an expedition. 

Clausewitz (1832) defines ML as subordinate services that are not part of the 
conduct of war. In his book On War, he distinguishes between strategy and tactics, 
explaining that they are governed by rules based on the structure of society, its 
resources, production capabilities, and technological innovation.

Jomini (1840) affirms that ML was limited to the function that the major général 
des logis (Castañon, 1792)—translated as ‘quartermaster’—an officer responsible 
for hosting or camping the troops, directing the columns, and positioning them on 
the ground, formerly performed. Similarly, Jomini (1862) describes ML as the art 
of moving armies, which includes orders and details of troop organization, camps, 
accommodation, and supply. In the work Summary of the Art of War, Sun Tzu 
identifies three levels of military technique: 1) the strategy decides where to act; 2) 
logistics transports the troops to the designated point, and 3) tactics determine the 
method used at the decisive point (Jomini, 1840). Mahan (2012), in his work The 
Influence of Sea Power Upon History, connects logistics to industrial mobilization 
and war economy.

Henry Effingham Eccles (1959) defines ML as the supply of men, materials, 
and services to operational military forces. In his works Logistics in the National 
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Defense (Eccles, 1959), Military Concepts and Philosophy (Eccles, 1965), and Military 
Power in the Free Society (Eccles, 1979), he expands Thorpe’s trinity to include 
five components: strategy, tactics, logistics, intelligence, and communications. He 
also emphasizes the logistics function as 1) a military element connected with the 
national economy, and 2) an economic element linked to military operations. 

Villamartín (1863) describes ML as the art of moving and positioning troops, 
supported by reconnaissance, and the ability to investigate everything related to 
the enemy, the territory, or the people. For successful operations, the military must 
understand castrametation—the art of designing and arranging an encampment 
based on military positions and the demands of strategy and tactics—and also 
the management that supports and supplies the army with what is necessary for 
survival and combat at any time and place.

Thorpe (1986) defines ML as a science founded on the concepts of pure and 
applied. Specifically, he explains that pure logistics involves scientific research 
on logistics theory: its scope and role in the science of war, along with a broad 
structure. Conversely, applied logistics builds on pure logistics. According to general 
principles, it involves dividing logistics work, preparing for war, and sustaining 
operations during war. In this context, applied logistics includes, among others, 
subsistence logistics and other supplies, transportation logistics, war finance 
logistics, shipbuilding logistics, and ammunition production logistics. 

Stoner (1967) explains ML as the process that establishes the structure of 
force at the strategic level, outlines the requirements for usable military assets       
at the support level, and manages the distribution and utilization of these assets at 
the operational level. It also provides a wide range of services and facilities needed 
for the movement and sustained support of the combat force (Williams & Breeding, 
1965). 

The Department of the Army (1995) describes ML as the process of planning 
and executing movements and support for operational forces. It forms the 
foundation of combat power, acting as a bridge that connects the national industrial 
base with its operational units.

Peppers (1988) describes ML as a special system that develops and supports 
the military defense capabilities of armed forces. Kane (2001) defines ML as the 
business of moving, supplying, and maintaining military forces. Posada (2002) 
states that ML is the science aimed at providing armed forces with the necessary 
resources for war through the logistics cycle.

Kress (2002) asserts that ML is the discipline that combines the necessary 
resources to sustain military operations aimed at achieving the desired results. 
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Additionally, Kress (2016) describes ML as a multidimensional and complex entity 
that represents one of the most important and fundamental components of war. 

Ballesteros and Ballesteros (2005) identify ML as the part of the art of war that 
aims to provide the necessary resources to the armed forces to meet the demands 
of any confrontation in the required amount. 

San Román (2011) states that during the 1991 Gulf War, the concept of customer 
satisfaction from business logistics was applied to military logistics, meaning the 
soldier is the most important; one must earn his trust and keep his loyalty. According 
to Tom (2014), with a charismatic and operational philosophy, modern procedures 
were put in place to store and transport supplies efficiently, coordinating the entire 
logistics chain to ensure the satisfaction of customers, i.e., soldiers.

Gale and Roid (2011) determine that ML provides the foundation for the power 
to fight against forces and explains how the nation’s economy is linked with          
the combatant forces. It also considers the process of planning and executing the 
movement and support of operational forces in carrying out a military strategy. 

Kaddoussi et al. (2011) describe ML as a complex process that requires 
collaboration and coordination among organizations and companies that are 
geographically dispersed and responsible for activities, supplies, and transportation. 

Shelton and the Department of Defense (2000) define focused logistics (FL) 
as the ability to supply armed forces with adequate personnel, equipment, and 
supplies in the right place, at the right time, and in the right amounts across the 
entire spectrum of military operations. From this perspective, it is necessary that, 
along with FL, integration is enhanced through the use of available technologies 
in the service of ML and the defense sector, to apply in future logistics operations 
and change the traditional way of responding to soldiers’ requirements (Sah et 
al., 2020). This aims to strengthen the discipline of making statistically validated 
decisions in logistics (Zeimpekis et al., 2015).

William G. Pagonis (2018) argues that the Gulf War was notable for the transition 
from a distributed logistics command to a unified logistics command within the 
theater of operations, making it responsible for support operations. It is important 
to note that Pagonis, in charge of the reception and distribution of supplies, 
established logistics bases in strategic locations near the supply routes; delegated 
responsibilities to majors to replenish forces and protect supply lines, which was 
an innovative approach that ensured a rapid response to the critical needs of 
front-line troops; adapted logistics to the operational concept; conceptualized the 
deployment in five flexible and rapid phases, and through this initiative, achieved 
the quick accumulation, distribution, and redistribution of material (Pagonis, 2018).
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Van Creveld (1977; Gray, 1999) states that ML can be defined as the collection 
of activities, capacities, processes, and resources needed to plan, produce, project, 
sustain, and reconfigure military forces in terms of time, space, and scale to 
meet their strategic objectives. It is a core function that directly links the available 
means with political and strategic goals through a process that is structurally and 
temporally organized. 

Pereira (2019) describes ML as the field of knowledge that addresses 
forecasting and supplying the necessary resources and services to ensure or 
regulate the operation of systems. The U.S. Chairman of the Joint Chiefs of Staff 
(CJCS) (2019) defines ML as planning, executing movements, and supporting 
forces. Acero et al. (2019) state that ML is a complex process where response 
times, demand uncertainty, a wide variety of material references, and profitability 
are crucial for combat capacity. 

Serrano et al. (2023) introduce an innovative concept in ML, defining it as the 
science that continuously studies, plans, manages, and systematically executes 
the process of providing the necessary resources for an army’s operation in 
warfare. This involves using available technologies and means to dynamically 
support the development of operations and improve the maneuverability of units.

Military Logistics Levels: Strategic, Operational, Tactical
In military doctrine, ML is organized into three core levels, each with distinct 
functions and responsibilities that provide effective support for military operations. 
These levels are:

-	 Strategic level: It connects logistics with the national defense and security 
policy. It involves planning long-term logistics capacities, designing 
strategic infrastructure, acquiring weapons systems, and managing lo-
gistics alliances. Its goal is to ensure the armed forces have the necessary 
resources to achieve national security objectives. According to Joint 
Publication 4-0: Joint Logistics (Joint Chiefs of Staff, 2019), strategic 
logistics coordinates support efforts across all levels to deploy and sustain 
a joint force.

-	 Operational level: It focuses on preparing for and executing joint or 
combined operations within a theater of operations. It involves decisions 
about distribution, inter-theater mobility, ongoing support, establishing 
logistics centers, and escalating operations. Allied Joint Publication AJP-
4: Allied Joint Doctrine for Logistics (NATO Standardization Office, 2018) 
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emphasizes that operational logistics planning must align with the overall 
planning process and be carried out in a combined and joint manner.

-	 Tactical level: It involves the direct conduct of logistics activities on the 
battlefield, ensuring units have the necessary material, fuel, maintenance, 
medical care, and ammunition to sustain combat or maneuver. Joint 
Publication 4-0 highlights that tactical logistics concentrates on meeting 
the immediate needs of deployed forces, providing direct support for 
combat operations.

It is important to emphasize that the separation between these levels is not 
strict. In high-intensity conflicts, extended deterrence, or hybrid environments, 
the boundaries among logistics levels tend to become unclear. Modern doctrine, 
particularly in multidomain settings, requires effective interoperability among them 
to ensure an agile and coordinated logistics response. This means that logistic 
command and control systems should be capable of operating in an integrated 
and adaptive manner, enabling synchronization of strategic decisions, operational 
planning, and tactical execution in real time. 

According to Joint Publication 4-0 (Joint Chiefs of Staff, 2019), joint logistics 
must ensure the continuous flow of support at all levels, responding to environments 
marked by increased mobility, dispersed threats, and heavy reliance on civilian 
infrastructure. For its part, NATO’s doctrine (NATO Standardization Office, 2018) 
stresses that, in complex multinational operations, logistics interoperability is not 
just desirable but vital to ensure combat support, flexibility, and effectiveness.

Logistic Principles: Sustainability, Agility,                        
Flexibility, Redundancy
The logistics doctrine of the North Atlantic Treaty Organization (NATO) and its 
members is founded on core principles that guarantee technical consistency, 
operational resilience, and strategic viability of the logistics system, including:

1.	 Sustainability: The ability of a logistics system to provide continuous 
support throughout an operation or conflict. This involves efficient resource 
planning, rational inventory use, protection of supply lines, and strategic 
replacement capacity. According to Allied Joint Publication AJP-4(B) 
(NATO Standardization Office, 2018), sustainability is critical for ensuring 
operational continuity, even in prolonged and high-intensity situations.

2.	 Agility: The ability to quickly adapt to operational, technological, or 
environmental changes. Joint Publication 4-0 (Joint Chiefs of Staff, 2019) 
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emphasizes that logistics agility enables us to respond swiftly to dynamic 
strategic environments, preventing delays, bottlenecks, or supply failures.

3.	 Flexibility: The ability to adapt logistics plans to changing conditions 
such as sabotage, infrastructure failures, or transport routes. This 
trait also encompasses interoperability among allied systems and the 
multifunctionality of available means (NATO Standardization Office, 2018).

4.	 Redundancy: A principle of mission protection that involves establishing 
multiple logistics routes, duplicate capacities, or alternative supply nodes 
to ensure the continuity of logistics support even during attacks or 
interruptions. The RAND Corporation (McPherson et al., 2019) emphasizes 
that redundancy is vital for operations in disputed environments, where 
logistics resilience is crucial to maintaining operational effectiveness.

These principles are not solely technical but carry significant strategic 
implications. A logistics system that lacks sustainability or flexibility can force the 
retreat of forces, weaken deterrence, or even cause defeat without combat, as Van 
Creveld (1977) warned.

ML has evolved significantly to consolidate as a strategic pillar essential for 
national defense. This transformation reflects its determining role in the definition 
of what is militarily feasible, strategically viable, and politically sustainable.

At the strategic, operational, and tactical levels, implementing logistics 
principles such as sustainability, agility, flexibility, and redundancy is crucial to 
ensuring the operational effectiveness and resilience of the State during times 
of crisis. Sustainability helps armed forces sustain long-term operations without 
critical interruptions in supply; agility enables quick adaptation to changes in the 
operational environment; flexibility allows for modifications to logistics plans in 
response to unforeseen events, and redundancy provides alternative systems to 
maintain logistics support even in adverse conditions.

Logistics doctrine is moving towards becoming interoperable, technologically 
advanced, and resilient. This alignment is clear in the adoption of common 
standards, such as NATO Standardization Agreements (STANAG), which promote 
joint cooperation and interoperability among allied forces. Additionally, integrating 
emerging technologies and information systems into logistics chains has 
enhanced efficiency and response capabilities to modern threats.

Contemporary ML is a crucial strategic element that influences a nation’s 
ability to project power, respond to crises, and uphold national security. The 
shift toward interoperable and resilient logistics systems highlights the need to 
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adapt to a rapidly changing and complex security landscape, where international 
cooperation and technological innovation are vital to tackling the challenges of the 
twenty-first century.

Cyber Logistics and Multidomain: The War of Disruption

The Multidomain Environment and the Logistics Disruption Logic
The concept of multidomain operations (MDOs) signifies a significant doctrinal 
shift in modern military strategy. This recognizes that current conflicts no longer 
happen only in traditional domains (land, sea, and air), but also include cyberspace, 
the electromagnetic spectrum, and exoatmospheric space, which calls for an 
unprecedented level of doctrinal, technological, and logistical integration (U.S. 
Army Training and Doctrine Command, 2018).

This expansion necessitates redesigning both joint employment strategies 
and logistics systems. MDOs require the ability to operate simultaneously and 
synchronously across multiple hostile environments, with high connectivity, 
maneuvering speed, and resilience against interconnected threats. In this context, 
logistics is no longer just an operational facilitator but a key objective for the 
adversary, due to its operational importance and systemic vulnerability (Hitch & 
Slayton, 2022).

The “logistics under attack” doctrine, developed by the Center for Strategic and 
International Studies (CSIS), warns that modern adversaries no longer aim solely 
to defeat combat forces but also seek to disrupt, saturate, or collapse logistics 
networks through non-kinetic attacks such as cyber sabotage, cognitive warfare, 
or spectrum manipulation (Cancian et al., 2022). This view aligns with the warning 
from Arquilla and Ronfeldt (1996), who predicted that “the next war will not only be 
about networks, but against networks,” emphasizing that modern warfare targets 
the systemic and cognitive structures supporting military efforts.

This logistics disruption logic in MDOs suggests simultaneous attacks across 
multiple domains, employing convergent tactics such as satellite jamming, 
attacks on energy infrastructure, data blockages, or manipulation of logistics 
management systems to weaken the projection and support capabilities of forces 
(Lacroix, 2023). Therefore, modern logistics doctrine must enhance its ability for 
operational survivability by incorporating redundancy, dispersion, cyber defense, 
energy independence, and decentralized logistics.

Finally, logistics in multidomain operations must be interoperable, automated, 
cyberprotected, and doctrinally adaptable. The coordination of multinational 
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logistics capacities and the active protection of support systems become strategic 
priorities in a distributed and highly disruptive war environment. The doctrinal 
redesign, combined with technological innovation and digital security, now forms 
the core of logistics that not only mobilizes resources but also maintains the 
strategic continuity of the State.

Cyber Logistics: Definition and Emerging Threats
Cyber logistics today forms a vital part of defense architecture by merging tra-
ditional logistics with digital systems. This integration involves the planning, 
execution, and oversight of military support using computer technologies, sensor 
networks, AI, automation, interconnected platforms, and big data analysis (Saltini, 
2024). While these technologies enhance efficiency, speed, and operational 
readiness, they also create new vulnerabilities in logistics support systems. The 
most significant threats are:

-	 Cyberattacks on logistics management systems (LMSs): These include 
sabotage, manipulation of predictive algorithms, inventory modification, or 
alteration of critical routes. According to Saltini (2024), the introduction of 
AI on military platforms increases the cyberattack surface, which makes 
LMSs a top target for hostile actors.

-	 Electromagnetic interference in navigation systems and Internet of 
Things (IoT) sensors: Techniques like spoofing, which falsify signals from 
GPS or satellite communications, have been used to disorient devices and 
disrupt real-time logistics synchronization.

-	 Deepfakes and logistics misinformation: The use of AI to create false 
situation reports, such as blocked routes, nonexistent supply at critical levels, 
or fake weather conditions, can lead to incorrect decisions. This phenomenon, 
identified by Forbes (2025) as “the AI-powered erosion of reality,” presents a 
significant challenge to military and logistics cybersecurity.

-	 Automated chain failure: In environments heavily reliant on logistics 
robots, deliberately causing a failure at a crucial node can bring down the 
entire system. Cheung et al. (2021) emphasize that cyberattacks on digital 
supply chains pose one of the greatest risks in defensive logistics.

-	 Hacking of autonomous platforms: Unmanned aerial vehicles (UAVs), 
autonomous logistics trucks, and automatic distribution systems are 
vulnerable to hacking or phishing. Recent studies by Alzahrani et al. (2024) 
indicate that IoT-based logistics systems have specific weaknesses that 
need early detection and advanced security measures.
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Given these threats, various organizations (including NATO) have recognized 
cyber logistics as a critical defense infrastructure, on par with nuclear command 
centers (NATO, 2021). In this regard, the comprehensive cyber defense policy 
approved at the Brussels Summit states that protecting digital logistics capacities 
is essential to maintaining strategic autonomy and operational resilience against 
multidomain conflicts.

Cyber Protection of the Military Logistics Chain
The cyber protection of the ML chain is crucial to ensure operational effectiveness and 
resilience in today’s digital environment. A comprehensive approach that combines 
cybersecurity, technical redundancy, tactical response, and structural resilience is 
vital to address emerging threats in this domain. According to the Department of 
Defense (2021a) report, the key elements of an effective defense include:

-	 Early detection capability: Implementing continuous monitoring across 
interconnected logistics systems, utilizing behavior analysis and early 
warning systems to identify and neutralize threats before they occur. The 
use of AI in overseeing the logistics chain enables more accurate and timely 
detection of anomalies, enhancing the response to potential cyberattacks.

-	 Distributed and segmented architectures: Designing systems that prevent 
the centralization of critical functions, enabling each node to operate 
independently if disconnected from the main system. This approach 
reduces the impact of potential disruptions and enhances the resilience of 
the logistics network.

-	 Security by design: Incorporating cybersecurity protocols from the initial 
development phase of each logistics system, rather than adding protective 
measures later. This proactive strategy ensures that security becomes an 
inherent feature and not an afterthought.

-	 Logistics cyber training: Continuously educating personnel involved 
in logistics about digital threats, including cyber defense simulations 
and response practices against complex disruptions. Ongoing training 
is essential to keep a workforce prepared and aware of emerging cyber 
tactics and tools.

-	 Cybersecure interoperability among allies: Standardizing protection 
frameworks that enable joint operations without creating shared 
vulnerabilities. International collaboration requires consistent security 
protocols to ensure the integrity of multinational missions.
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Protection strategies must be as adaptable as the threats they encounter, 
relying on active resilience. Each logistics node should not only withstand attacks 
but also help maintain the overall operational continuity of the network. In this 
context, deploying emerging technologies such as AI and machine learning is vital 
for enhancing the safety and efficiency of the supply chain.

As noted, protecting the ML chain from cyber threats is a vital aspect of 
national security in the digital era. In this context, it is crucial to remember that 
the combination of advanced technologies, specialized training, and international 
collaboration enhances the ability of armed forces to operate safely and effectively 
in an environment with constantly evolving cyber threats.

Digital Autonomy and Logistics Sovereignty
In a strategic competition scenario, digital autonomy and logistics sovereignty 
have become sine qua non conditions for securing national security. However, 
reliance on foreign software, as well as platforms and data hosted outside the 
State’s control, seriously threatens the operational integrity of the armed forces. 
As warned by Yergin (2011), in future conflicts, digital infrastructure will become 
the new battlefield, where energy, data, and control systems will be just as strategic 
as conventional weapons.

This scenario requires the development of logistical digital autonomy, 
organized into four key pillars:

-	 Own management systems, internally designed and controlled, that do not 
depend on potentially hostile external suppliers or are subject to sanctions, 
as Edler (2024) highlights in his analysis of technological sovereignty in 
strategic environments.

-	 National server infrastructure, secured by encryption protocols and access 
control under sovereign jurisdiction, ensuring that sensitive logistics data 
stays within the technological borders of the State (Brookings Institution, 
2023).

-	 Redundant, segmented, and distributed data networks that can operate 
in a decentralized manner to prevent critical disruptions caused by 
cyberattacks or external sabotage (T-Invariant, 2025).

-	 Fast recovery ability based on operational continuity architectures that 
enable restoring logistics functions in extreme conditions, especially in 
highly disrupted multidomain environments (Edler, 2024).
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Logistics sovereignty, therefore, no longer relies solely on the amount of 
physical resources or the number of platforms available, but on sovereign control 
over digital infrastructure that enables its safe, precise, and resilient mobilization. 
As T-Invariant (2025) indicates, countries that have militarized their AI industries, 
drones, and cryptography understand that “sovereignty” involves a technical-
operational domain, not just political autonomy.

Moreover, this transformation demands reconfiguring traditional logistics 
doctrines. Controlling data flow and protecting logistics intelligence and sovereignty 
platforms on command and control systems have become a top strategic priority 
(Brookings Institution, 2023). Therefore, any lack of digital autonomy could lead to 
critical vulnerabilities during hybrid, cyber, or high-intensity conflicts.

Logistics Intelligence and Strategic Anticipation

The Transition from Reactive Logistics to Anticipatory Logistics
For much of the twentieth century, ML systems operated under a reactive and linear 
model, focusing on meeting needs as they arose in the theater of operations. This 
approach, although effective for traditional wars, falls short in today’s environment 
marked by high volatility, information overload, simultaneous disruptions, and 
hybrid threats (Kilcullen, 2020a). In this setting, logistics must shift toward an 
anticipatory approach based on intelligence, scenario forecasting, risk modeling, 
and proactive decision-making. This change is not just technical; it also entails a 
doctrinal shift, transforming logistics from a subordinate function into a strategic 
element that guides and influences military and national defense planning (Gray, 
1999; RAND Corporation, 2022).

Logistics intelligence goes beyond merely knowing the status of supplies 
or the locations of resources. Its goal is to identify vulnerabilities, predict future 
demands, optimize routes, and ensure operational continuity in difficult conditions, 
which requires an integration of logistics, military intelligence, strategic analysis, 
and information technology. As Gray (1999) notes, modern strategy relies on a 
comprehensive understanding of how logistics and strategy are connected, 
emphasizing that “logistics establishes the scope of what is possible in war.” 
Additionally, the RAND Corporation (2022) stresses the importance of creating 
evaluation frameworks for future logistics concepts, highlighting the need for 
logistics planning that anticipates and adapts to changing scenarios.
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Technical Elements of Modern Logistics Intelligence
Modern logistics intelligence is vital for achieving operational efficiency in complex 
and dynamic military situations. It involves collecting, processing, analyzing, and 
distributing critical information to support logistics decisions at all levels: strategic, 
operational, and tactical. Its modern development relies on several interconnected 
elements.

-	 Big data and predictive analytics: Processing large volumes of logistics 
data (including consumption, maintenance, weather conditions, traffic, 
and threats) enables the identification of patterns, failure detection, and 
anticipation of needs. For example, data analytics in the aerospace and de-
fense industry has enhanced performance monitoring, risk assessment, 
and operational efficiency (Lee, 2025).

-	 Military IoT: The integration of sensors into vehicles, warehouses, 
containers, and equipment enables real-time data sharing on location, 
temperature, usage, wear, or structural health. This technology turns military 
warehouses into smart facilities, automating inventory management and 
minimizing human errors (Seko Logistics, 2023).

-	 Intelligent Logistics Management Systems (ILMS): These platforms 
combine logistical information, operational intelligence, and simulation 
features to support real-time decision-making. They provide a 
comprehensive view of the supply chain, boosting efficiency and 
responsiveness to changes in the operational environment.

-	 Automatic learning and optimization algorithms: AI systems can evaluate 
multiple variables to optimize routes, manage inventories, or foresee 
logistics crises. The use of these technologies in the U.S. Department 
of Defense has enhanced the management of acquisition and decision-
making programs (RAND Corporation, 2021).

-	 3D/4D operational visualization: Using simulated environments and 
augmented reality helps plan routes, identify bottlenecks, or display future 
logistics impacts under different scenarios. These tools enable logistics 
planners to anticipate and address potential problems before they happen, 
enhancing preparation and response capabilities.

The integration of these elements enables the development of a predictive 
support system that can anticipate the environment rather than merely respond to 
it. In this context, this shift towards anticipatory logistics is crucial for maintaining 
a strategic edge in the current complex military landscape.
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Strategic Prepositioning and Anticipated Resilience
Logistics intelligence is vital in designing and maintaining strategic prepositioning 
systems, which involve the advanced storage of equipment, supplies, and logistics 
capabilities at key locations worldwide, ready for rapid deployment during crises 
or conflicts.

An excellent example is the Army Prepositioned Stocks Program (APS) of 
the U.S. Army, which maintains complete equipment sets for several brigades in 
regions such as Europe, Asia, and the Middle East, with the capacity for immediate 
activation. These sets, known as APS-2 in Europe, APS-4 in Northeast Asia, and 
APS-5 in Southwest Asia, are designed to reduce deployment times and enhance 
deterrent capabilities by demonstrating a rapid response (U.S. Army Europe & 
Africa Public Affairs Office, 2022).

Similarly, NATO has established the concept of multinational logistics hubs and 
early capacity rotation as part of its extended support strategy. According to the 
Allied Joint Doctrine for Logistics (AJP-4), these hubs enable the deployment and 
support of allied forces by prepositioning resources and coordinating multinational 
logistics, which ensures an efficient and coordinated response in joint operations 
(UK Ministry of Defense, 2019). 

The effective implementation of strategic prepositioning systems offers 
multiple operational advantages:

-	 Reduced operational deployment times: Having equipment and supplies 
pre-positioned near potential conflict zones minimizes the time required 
to begin operations.

-	 Decongested logistics routes during critical moments: By avoiding the 
need to move large amounts of material from the country of origin during 
a crisis, the saturation of communication and transport lines is reduced.

-	 Guaranteed initial operational autonomy in high-intensity situations: 
Forces can start immediate operations without waiting for additional 
logistics backup.

-	 Enhanced deterrence: The visible placement of equipment and supplies 
clearly signals readiness and commitment, effectively discouraging 
potential aggressors.

-	 Minimized risk of vulnerable supply chains or unreliable partners: By 
having resources already in place, exposure to disruptions in global supply 
chains or a lack of support from allies is decreased.
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The effectiveness of strategic prepositioning relies heavily on the quality of 
strategic intelligence, geopolitical risk analysis, and the ability to foresee friction 
points before they occur. Therefore, integrating advanced technologies, like 
logistics information systems and predictive analytics tools, is crucial for optimizing 
the management and maintenance of these prepositioned stocks, ensuring their 
availability and functionality when needed.

Logistics Intelligence in Multidomain Operations
In multidomain operations, which simultaneously span land, sea, air, cyberspace, 
and outer space environments, logistics intelligence faces challenges of 
unprecedented complexity. It is no longer sufficient to coordinate the physical 
supply; it is essential to synchronize information flows, technical maintenance, 
capacity replacement, and responses to intentional interference across all conflict 
domains (Joint Chiefs of Staff, 2020).

The doctrine of the Joint Concept for Logistics of the U.S. Department of 
Defense states that future operations will be developed in contested, saturated, 
and disconnected environments, which requires the design of an intelligent, 
autonomous, and decentralized logistics system (Joint Chiefs of Staff, 2020). 
This conception transforms logistics into a cognitive and adaptive function, 
highly integrated with command and control architectures, so that the following is 
required to meet these demands:

1.	 Fusion of ISR (Intelligence, Surveillance, Reconnaissance) capabilities 
with logistics enables data collected by sensors, satellites, and unmanned 
vehicles to feed real-time logistics systems. This synergy allows for 
anticipating disruptions, rechanneling resources, and optimizing support 
in contested areas (Barney, 2023).

2.	 Multidomain logistics command hubs serve as integrated nodes with 
operational command and control systems, capable of functioning even 
under conditions of interference or partial degradation. It should be noted 
that this approach has been considered essential in advanced operations, 
according to Bryan et al. (2023).

3.	 Applying AI to cognitive warfare scenarios involves using algorithms that 
identify patterns of logistics misinformation, informational manipulation, 
and digital sabotage, which then automatically adjust routes and decisions 
to prevent damage. In this context, Blackbird.AI (2023) highlights that 
cognitive warfare is no longer confined to the communication front but 
now directly impacts critical decision-making systems, such as logistics.
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Logistics intelligence acts as an operational force multiplier: it not only provides 
physical support but also guarantees the functional survival of the military system 
under extreme pressure, disruption, or strategic uncertainty.

Logistics anticipation has shifted from being an advantage to a necessary 
strategic requirement. In modern warfare, characterized by the simultaneous 
dominance across multiple environments and faster conflicts, national defense 
relies on predictive, adaptive, and technologically integrated logistics. Logistics 
intelligence, leveraging ISR, AI, and operational visualization, forms the core of 
sustainable military power. Without it, warfighting capabilities risk tactical paralysis 
and structural weakness. 

Logistics as a Strategic Center of Gravity
In modern strategic thinking, the concept of a center of gravity refers to what 
provides cohesion and operational strength to a power structure: the element 
whose neutralization causes the collapse of the adversary system. Although 
traditionally linked to concentrated military forces or key geographical locations, 
logistics has become the true center of gravity in extended, multidomain, and 
highly technological conflicts of the twenty-first century.

Logistics, as an architecture that enables mobility, support, and resilience of 
force, directly influences the viability and sustainability of any military strategy. 
Without it, tactical superiority becomes fleeting, and political objectives remain out 
of reach. For example, the logistics limitations of Russian operations in Ukraine 
since 2022 demonstrated this, where the inability to sustain complex supply lines 
undermined combat power and restricted freedom of movement (Marti et al., 2023).

Within the context of competition among superpowers, strategic logistics 
can no longer be viewed as just a support element but as a fundamental aspect 
of national power. The requirement to project forces independently, withstand 
prolonged disruptions, and maintain political and military pressure worldwide calls 
for resilient, distributed, and technologically integrated logistical systems. As Wu 
(2020) highlights, in a strategic environment characterized by ongoing rivalries and 
systemic instability, power is no longer solely in weaponry but in the sustained 
ability to operate under pressure and uncertainty, making logistics a central 
component of strategic stability.

In the contemporary study of war and strategy, Colin S. Gray (1999) argues 
that conflict must be understood from a holistic perspective, where political, 
cognitive, operational, and technological factors all come together. Additionally, 
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Frank Hoffman (2007) introduces the concept of hybrid wars as new types of 
confrontation environments where physical and virtual domains overlap. These 
ideas are supported by Arquilla and Ronfeldt (1996), who present the paradigm of 
the “netwar,” in which organizational and information networks become centers     
of power and strategic vulnerability. From this complex view of conflict, logistics 
can no longer be seen as just a technical subsystem but as a key factor that enables 
or conditions the deployment of national power in dynamic, multidomain settings.

Contemporary logistics doctrine, outlined in key documents such as the 
Joint Publication 4-0 and the Allied Joint Publication AJP-4 NATO, establishes a 
regulatory framework that governs planning, support, and operational mobility in 
interinstitutional and international settings. These doctrines are vital for combining 
resilient logistics capabilities during complex disruption scenarios. Simultaneously, 
the national security analysis presented by authors like Kilclen (2020b) and 
Hollifield et al. (2008) indicates that logistics and energy infrastructure are crucial 
for maintaining national governability and stability during migratory crises, energy 
sabotage, or geoeconomic pressure. In this context, logistics should be viewed 
as a national strategic architecture: an integrated network of physical, digital, 
cognitive, and institutional structures that enable strategy execution and ensure 
the continuity of national power in high-volatility situations.

Strategic Logistics and Operational Sovereignty
The operational sovereignty of the State, defined as the ability to decide, act, 
and support autonomously in conflict conditions, is intrinsically linked to the 
effectiveness of its logistics system. This relationship is based on three key 
arguments:

1.	 Strategic limitations in logistics capacities: A strategy, no matter how 
solid in its political formulation, lacks viability without the support of essen-
tial resources such as energy, mobility, maintenance, information, and 
connectivity. Joint logistics doctrine states that the effective integration 
of these elements is crucial to ensure operational continuity and mis-         
sion success (Joint Chiefs of Staff, 2019).

2.	 Vulnerability of the national system without protected support: Logistics 
infrastructure is a key target in hybrid conflict scenarios. Cyberattacks, 
economic blockades, sabotage of logistics nodes, or informational ma-
nipulation can immobilize the state apparatus without a traditional 
military invasion. The Allied Joint Doctrine emphasizes the importance of 
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protecting and bolstering this infrastructure to sustain national operations 
and security (NATO Standardization Office, 2018).

3.	 Necessity of a national and multisectoral logistics doctrine: The com-
plexity of modern threats requires integrating logistics into the strategic 
planning of the State. This involves coordinating sectors such as defense, 
security, industry, energy, transport, and technology within a unified 
public policy. National security experts, like Kilcullen (2009), emphasize 
the importance of a comprehensive approach that links these sectors to 
enhance the State’s ability to respond to complex crises.

Consequently, this strategic view of logistics is based on anticipation, resilience, 
operational intelligence, and functional sovereignty. By conceiving logistics as a 
national strategic framework, its vital role in the effective execution of strategy and 
in safeguarding national power during disruptions is emphasized. As has been 
argued, twenty-first century wars are no longer fought solely in physical spaces 
but also in invisible infrastructure such as data, energy, supply chains, and support 
networks. In this context, logistics becomes the center of gravity of national 
power, making it a strategic mistake for States to ignore, downplay, or treat it as 
a secondary function. Therefore, since logistics forms the backbone of power, its 
enhancement is crucial for sustainable defense and security.

Strategic Studies and National Security: 
Conceptual and Architectural Evolution

Conceptual Evolution of Strategic Studies
Strategic studies have undergone a significant shift since they became 
institutionalized during the Cold War. Originally centered on the connection 
between the use of force, political goals, and the balance of power, these studies 
were heavily influenced by nuclear doctrine and deterrence theories, such as those 
developed by Bernard Brodie, Thomas Schelling, and Colin S. Gray. In Modern 
Strategy, Gray (1999) describes strategy as a link between power and purpose, 
a field that cannot be fully understood without considering its political, cultural, 
technological, and logistical contexts.

With the end of bipolar order, strategic studies expanded their scope to include 
new forms of conflict, such as irregular warfare, insurgencies, terrorism, hybrid 
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conflicts, and cybersecurity. This change reflected the shift in the nature of war, 
which moved from symmetrical interstate confrontations to prolonged, dispersed, 
and multidomain conflicts, with a focus on urban, digital, and psychological 
aspects (Freedman, 2013).

Currently, strategic studies is a multidisciplinary field that combines military 
theory, security studies, geopolitics, technology, economics, and logistics. In 
particular, Gray (1999) asserts that a strategy cannot be formulated or executed 
without the logistics means that support it because the art of strategy is maintaining 
balance between ends and means. This view is also shared by Galula (1964), who 
states that a successful strategy should be based on understanding the nature of 
the conflict, the operational environment, and the structural conditions that enable 
prolonged action. Therefore, logistics, as a system that physically, technologically, 
and institutionally sustains power projection, becomes a strategic rather than just 
a technical element in planning and conducting operations.

The evolution of strategic studies has also involved an epistemological shift: 
from a focus on the rational analysis of state actors and nuclear capabilities to 
a framework that recognizes systemic complexity, asymmetry, and ongoing 
instability as fundamental aspects of the modern strategic environment. Authors 
like Hoffman (2007) have emphasized that hybrid wars (which combine regular 
and irregular actors, kinetic and non-kinetic methods, and physical and cognitive 
operations) require a thorough reevaluation of traditional safety and defense 
categories. This reorganization necessitates the inclusion of elements such as 
social resilience, technological interdependence, information warfare, and logistics 
support architecture as integral parts of current strategic thinking.

Therefore, twenty-first-century strategic studies must be recognized as a 
transdisciplinary field that links traditional military analysis with insights from AI, 
computational logistics, cybersecurity, systems theory, and the political economy 
of conflict. This methodological and conceptual broadening enables a more 
accurate understanding of current threats and enhances coordination between 
strategy and support. As Arquilla and Ronfeldt (1996) suggest, the future of 
warfare will be a contest among networks, where logistics serve as the network 
that enables maneuver, projects power, and maintains the State’s stability during 
high-disruption scenarios. Consequently, studying strategy today necessarily 
involves examining the logistics that make it feasible, along with the technological, 
political, and structural factors that shape it.
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National Security: A Multidimensional Conception
National security has expanded beyond just protecting territory from external 
threats. Since the late twentieth century, the concept now includes military, 
economic, energy, technological, health, food, and environmental concerns. This 
expansion shows that today’s threats often do not come from traditional state 
actors or follow old patterns (Baldwin, 1997).

Currently, national security is seen as the ability of the State to protect its 
people, institutions, critical infrastructure, and sovereignty from both external and 
internal threats, whether they are persistent or sudden, traditional or emerging. 
This broad view requires a systemic and coordinated approach that integrates 
defense, intelligence, diplomacy, economics, and, primarily, logistics.

In this context, David Kilcullen (2009) argues that modern security relies on the 
ability of States to adapt to nonlinear operating environments, where controlling 
territory does not ensure safety, and where irregular actors, criminal networks, 
or hybrid groups can destabilize societies without formal invasions. Specifically, 
in his work The Accidental Guerrilla, Kilcullen emphasizes how contemporary 
insurgencies operate within complex and adaptive systems, which demand flexible 
and multidimensional strategies for their containment.

Similarly, national security must encompass the strategic management of 
human mobility, as mass migrations—driven by conflicts, state collapses, or 
climate disasters—can pose major logistical and strategic challenges. In this 
context, Hollifield (2007) introduces the concept of “migratory State,” which 
describes how liberal democracies handle migratory flows amid globalization, 
balancing economic needs with political and social pressures. 

In this framework, logistics is a vital part of national security. The ability to 
mobilize resources, respond to humanitarian crises, supply essentials, and keep 
critical infrastructure operating relies on efficient and resilient logistics systems. 
For example, natural disaster responses or pandemics need logistics coordination 
that ensures quick and effective distribution of aid and vaccines, preventing the 
collapse of essential services and maintaining social stability. Additionally, in hybrid 
warfare, where conventional and irregular tactics are combined, logistics plays a 
crucial role. Therefore, a State’s capacity to sustain long-term operations, adapt to 
cyber threats, and secure its supply chains is key to countering strategies that aim 
to exploit logistical weaknesses and destabilize nations from within.

In the modern landscape of hybrid warfare, defined by the combined use of 
conventional, irregular, asymmetric, and nonlinear strategies, ML goes beyond 
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its traditional role to become a key strategic element. A nation’s ability to sustain 
operations across multiple domains (land, sea, air, outer space, and cyberspace), 
establish adaptive redundancies against intentional cyber disruptions, and enhance 
the resilience of its critical supply chains is essential for national security. This 
multi-faceted logistics capacity is vital to neutralize offensive systems designed 
to exploit weak points in supply networks, undermine strategic assets through 
attacks on their livelihoods, and trigger internal destabilization by systematically 
damaging core operational capacities. The complexity of today’s threats demands 
a rethinking of logistics as a vital part of comprehensive defensive power—one that 
integrates resilience, self-sufficiency, and adaptability to intentional disruptions.

Correlation among Military Logistics, Strategic Studies, and 
National Security and Defense 
The connection between ML, strategic studies, and national security and defense 
is structural rather than purely functional. Strategy sets the goals, national security 
identifies what needs protection, and logistics determines whether that goal can be 
maintained over time, across distances, and under pressure. As Van Creveld (1977) 
states, logistics makes combat possible but also limits it, which highlights the need 
for logistics systems that can sustain strength, protect critical infrastructure, and 
uphold national resilience during prolonged threats.

This correlation is widely acknowledged by modern strategic doctrines, 
especially in allied settings such as NATO, the UK, and the USA, where doctrinal 
documents emphasize that without an effective and integrated logistics system, 
strategic plans lack operational viability (Joint Chiefs of Staff, 2019; NATO 
Standardization Office, 2018). A notable historical example is Operation Desert 
Storm (1991), where the logistics system of the U.S. Central Command played 
a crucial role in mobilizing over 500,000 troops and millions of tons of military 
equipment in less than six months. Lieutenant General William G. Pagonis, who 
led this effort, stated that the war was largely won thanks to logistics leadership 
(Pagonis & Cruikshank, 1992).

In today’s world, with hybrid, cyber, technological, and cognitive threats, this 
interdependence becomes even more vital. Twenty-first-century national security 
relies not only on military strength but also on a national and interagency logistics 
system that supports strategic decisions in volatile, disruptive, and fast-changing 
scenarios. Therefore, logistics should be viewed not just as a technical subsystem 
but as a crucial element of the nation’s strategic framework for resilience, 
deterrence, and projecting power.
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The link between strategic studies, national security, and ML forms a structural 
and interdependent relationship that reflects the complex nature of power in the 
twenty-first century. It is not just that logistics supports strategy, but that strategy 
itself cannot be feasible without a logistics infrastructure that sustains it in a 
resilient, flexible, and continuous way. As Van Creveld (1977) states, logistics makes 
combat possible but also imposes limits. This idea remains valid in a geopolitical 
environment characterized by hybrid threats, technological disruptions, and 
systemic vulnerabilities.

ML represents the central nervous system of national defense, going beyond 
its traditional role of resource management to become a key force multiplier and 
a multidimensional strategic enabler. At the intersection of strategic studies, 
operational capabilities, and defensive sustainability, logistics serves as the 
essential link that converts military potential into effective, projectable results, 
turning doctrine into sustainable action. This logistics framework, which is both 
strong and adaptable, not only supports the development of defensive strategies 
but also enhances operational capabilities across all domains—from land to 
cyberspace and outer space—while defining realistic parameters for conceiving 
and executing complex operations. 

As Van Creveld (1977) points out, logistics both enable and constrain combat, 
making it a key factor that shapes the range of strategic options and their practical 
limits. Its modern development into an interconnected, technology-driven, and 
cognitively integrated system makes it a vital cross-cutting element for projecting 
power, managing crises, and maintaining defensive flexibility in environments 
marked by hybrid threats, operational asymmetries, and gray conflict zones.

ML is a fundamental pillar in strategic studies and national security and defense 
since its correct implementation can determine the success or failure of military 
operations. Logistics encompasses everything from the supply and transport of 
goods to strategic infrastructure management, making it a crucial tool for strategic 
planning (Sánchez et al., 2011).

Similarly, it must integrate with technology and available resources to lower 
support costs and reduce the logistics footprint in developing operations across all 
domains (sea, land, air, outer space, and cyberspace) (Defense Advanced Research 
Projects Agency [DARPA], 2017).

ML is a cross-cutting element in the national defense strategy because its 
effectiveness enables power projection (Gray, 1999), crisis management (Van 
Creveld, 2004), and rapid responses in complex environments. From outsourcing 
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services to integrating emerging technologies, logistics has become a crucial part 
of shaping security and defense policies.

It should also be highlighted that ML is one of the key pillars for the success 
of any national defense strategy. Its influence goes beyond simple resource 
management, addressing critical elements that determine operational capability, 
power projection, and the sustainability of armed forces in conflict situations. This 
analysis explores various academic approaches that help us understand how ML 
is connected with strategic studies in national security and defense.

National security cannot rely solely on the military’s warfighting ability, but must 
also depend on the national logistics system, which includes the network of resources, 
infrastructure, technologies, regulations, and institutional capacities enabling the 
State’s power projection, sustainment, and protection across multiple domains.

Additionally, historical events like Operation Desert Storm demonstrate that 
logistics is not just a supporting element but a crucial enabler of maneuver and 
victory. As Lieutenant General William G. Pagonis, the logistics commander of 
that campaign, stated, you cannot separate the art of war from the art of logistics; 
both are integral parts of the same operational framework (Pagonis & Cruikshank, 
1992). Today, this idea takes on new significance in ensuring strategic continuity 
amid disruptive scenarios such as pandemics, cyberattacks, energy shortages, or 
the collapse of global supply chains, where logistical superiority becomes a key 
factor in maintaining national sovereignty. Logistics must be recognized not only 
as a technical function but as a strategic center of gravity (Gray, 1999), and its full 
integration into national planning processes is vital for the political, operational, 
and structural survival of the modern State. Its role is now fundamentally linked to 
national strategy.
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