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Strategic Impact of Disinformation Operations and the Effective
Response of the Military Forces in the 21st Century

Introduction

Disinformation has emerged as a significant phenomenon in contemporary
conflicts, impacting the social and political structures. These actions promote
the achievement of political objectives and create a space for the convergence
of various factors that threaten state power, the monopoly of force, government
stability, and the rule of law.

This chapter analyzes three fundamental aspects that structure the common
thread of this work. First, the concept and theory of disinformation operations,
along with their strategic impact at the international level. Second, the role of
the Military Forces in addressing disinformation operations is analyzed, either to
prevent their emergence or mitigate their strategic impact. Finally, the operational
foundations for the Special Forces (SF) in addressing disinformation operations
are examined.

Throughout this chapter, doctrinal concepts will be explored that enable the
SF in Colombia to understand the context in which illegal armed groups launch
disinformation operations, thereby facilitating an official, legitimate, effective, and
timely response. This seeks to determine the responsibility or role that the SF
should play in maintaining constitutional order and defending the State, following
the influence of other actors seeking to destabilize it.

Methodologically, a qualitative research study was conducted, using primary
sources from available documents. According to Herndndez Sampieri et al. (2010),
there are various subjective realities, which vary in form and content among
individuals, groups, and cultures. Therefore, the qualitative researcher begins with
the premise that the social world is "relative” and can only be understood from the
perspective of the actors being studied. In other words, the world is constructed by
the researcher (Hernandez et al,, 2010, p. 11).
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This methodological perspective fits with the theory to the extent that the
chapter engages with the contemporary world of the postmodern era, whose agenda
proposes demystifying the discourses (scientific, artistic, and cultural) of modernity
that shaped and built present reality, while also taking a critical stance toward the
scientific positivism of the 19th century. Undoubtedly, Ferdinand de Saussure's
Course in General Linguistics (1919) marked a significant foray into linguistics,
opening a new interpretive perspective on understanding cultural events and social
facts. Thus, many researchers adopted structuralism as the theoretical framework
for their research, influenced by the French linguist Ferdinand de Saussure's
theory of the linguistic sign. Later, Jacques Derrida incorporated the notion of
the "deconstruction” of discourses, thereby reinforcing the struggle for truth—for
legitimate discourse based on the locus of enunciation from which it emerges.

With these new intertextual readings of reality, coupled with the phenomenon
of globalization and its intensification with the widespread use of the internet, the
path has been paved toward free interpretation in communication, and even the in-
corporation of neologisms such as post-truth, which ultimately brings to the fore-
front the desire to fight for truth in an increasingly volatile, complex, uncertain, and
ambiguous world.

Disinformation

Disinformation refers to activities aimed at spreading false information, misleading,
and even deceiving the audience. In the modern world, globalization and the rise of
information and communications technologies (ICT) have amplified these activities.
These technologies make it easier to access and share information, but this also
makes it harder to control. Social media platforms like Facebook, Twitter—now
X, TikTok, WhatsApp, and others—play a key role in this phenomenon because, in
recent years, internet access has become more widespread. This allows the public
to quickly share ideas, thoughts, emotions, reactions, and more, on a large scale
and in real time, often without effective filters to verify the truth or determine if the
sources are reliable, such as bots—computer programs that mimic human behavior.
Therefore, in the context of postmodernism, a paradoxical situation is emerging:
amid the information age, disinformation is growing rapidly because it exploits broad
audiences across different sectors. They receive messages quickly, spread material
at very low cost, and do so with ease that bypasses the need for truthfulness.
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Sociologically, the spread and acceptance of disinformation can be explained
by a person's need to reaffirm their identity, viewing the content as a reflection of
their own thinking without considering its source or accuracy. This behavior can be
reinforced by cognitive biases of the message recipient; for example, if someone
favors a particular political movement, they are more likely to believe news that
supports their existing beliefs without critical evaluation.

This “technological revolution” in the field of information has affected various
aspects of public life, including culture, the economy, and politics. Disinformation
influences all kinds of emotions, which can lead to political actions and social
movements. The military is no exception to this trend, as it performs a key
function of the State—its defense and security—and is always at risk of being
targeted by disinformation campaigns aimed at destabilizing society and harming
the government. Therefore, security forces must establish information security
measures to protect official systems and counter messages that threaten the
institutional order.

This scenario has led to a shift in deployment strategies toward a vision of
official institutions where, specifically, information is one of the key pillars (Sierra,
2003). Like natural resources, the environment, and people, information can be
seen as a strategic asset for States, since poor management of disinformation
can result in high political, economic, and social costs, among others.

Aprecedent for the effects that disinformation can have is found in the Cold War,
when the two dominant powers of the international system used every possible
means to contain the advance of the opposing system, amidst the ideological
struggle between capitalism and communism. At that time, the propaganda efforts
of both sides from World War Il already existed to justify and promote, in the eyes of
the public, political and military actions within the war framework. The rise and
widespread use of media, such as the press, radio, and cinema, played a pivotal
role in mobilizing support against opposing sides.

Inthe 1950s, disinformation tactics became an official element, with specialized
agencies aimed at discrediting the United States and its allies to benefit global
communism. As a result, Americans developed strategies to counter the USSR's
attacks, adjusting their foreign policy to address the influence of information on
allied nations, the USSR's ability to sway opponents, and the use of force. This
led to the creation of the Office of Strategic Defense, whose goal was to develop
disinformation tactics in the country's international relations (Rodriguez, 2017).

In short, disinformation seeks to destabilize a country by damaging the
recognition and reputation of official institutions through spreading messages that
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incite hate and/or fear. At present, one of the nations that has most employed this
strategy is Russia, whose involvement has become more pronounced based on:

+  Carrying out malicious operations on social media.

«  Spreading disinformation through traditional dissemination methods such
as radio and television.

+ Influencing public opinion to get allies who will support their stance and
promote their ideas against the adversary. For this purpose, they have
mainly used conferences.

+  Conducting cyber operations to damage the perception of the media.

+  Hacking and disclosing information (U.S. Department of State, 2022b).

Similarly, when investigating what information Russia has tried to position, the
following was found:

+  Russia, for example, in the conflict with Ukraine, acts driven by the
perception of victimization of its adversary.

+  Returning to historical events to stigmatize its opponents or highlight its
past heroic actions.

+  Criticizing Western culture to create uncertainty.

+  Attacking popular movements and other forms of dissent as acts of
influence orchestrated by its military and political enemies.

+  Constructing realities that favor its position, causing confusion and
demoralizing the adversary (U.S. Department of State, 2022b).

The goal is not only to safeguard information related to official data, financial
networks, and platforms that support the operations of both the public and private
sectors, but also to prevent other cybercrimes. Additionally, it aims to counter
potential psychological warfare tactics and influence society. The internet serves
as a resource for both information and disinformation, as it enables information
to be filtered at high speeds, while also facilitating disinformation campaigns
targeting specific audiences (Sierra, 2003).

This scenario creates an information war that involves actions aimed at
establishing and maintaining information superiority while protecting one's own
systems. Currently, this type of war features a wide range of strategies due to the
technological revolution, which introduces new threats. As different groups and
official entities can acquire the means to impact the reputation and stability of
information, and even steal, delete, modify, or spy on it (Lopez, 2007).
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This information war promotes a concept of warfare that does not rely on
traditional weapons and becomes a common form of threat in hybrid warfare.
In this scenario, various economic, political, diplomatic, and other tools are used
to weaken the enemy's confidence, create negative social conditions to provoke
violent protests, disrupt government responses by making their systems fragile,
and justify the use of force or consider it necessary (LISA Institute, 2019). Therefore,
disinformation operations become a form of hybrid threat and can trigger
conventional conflict. Ultimately, their goal is to influence a political opponent.

This hybrid threat is closely linked to constant war propaganda in publications
that aim to mobilize people and discredit the opponent. Clearly, war propaganda,
like information, has evolved with the progress of information technology (Noguera,
2013), which is why the same tactics are still used: spreading false strategies
and exploiting public trust. In short, it involves using malicious operations,
disinformation, and other methods to destabilize the enemy (Medina, 2022).

As we have seen, disinformation consists of strategies aimed at benefiting
oneself while harming an opponent. In this context, the information provided
already has a specific purpose, which is why it is distorted (Ustarroz, 2021). Other
authors describe disinformation as false or manipulated information spread with
malicious intent. This includes fake news and false stories (Rini, 2017).

Disinformation is often accompanied by sensationalist messages that reach
a wide audience and have a significant social impact. Sometimes, it also includes
images that evoke a strong psychological response, eliciting feelings of fear,
hatred, rejection, approval, or exaltation, depending on the goal of the operation.
This approach has been used since the era of radio, and its effectiveness led to
the term 'infodemic’ being coined (Arteaga, 2020). Its aim, beyond military victory,
is to gain political power by exploiting the range of emotions it stirs in people. This
strategy has been widely employed by the Russians, who try to leverage the spread
of fake news and manipulated information to promote their worldview, weaken their
enemies, achieve their goals, and justify their military actions (U.S. Department of
State, 2021).

In any case, the goal of disinformation is to promote certain beliefs, political
positions, images, and recognition of a political figure, or sometimes to influence
an opponent's perception through the spread of information. Information warfare
relies on humanity's primal instincts, which trigger a pattern of organized violence
(Contreras, 2001).

The impact of these operations is strategic because they create social
disruption by playing on humanity's fears. One method is to evoke disgust
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against the enemy for violating human rights or breaking social norms. These
disinformation campaigns even produce completely false content to stir up
revulsion (U.S. Department of State, 2022a).

Furthermore, one factor that makes this kind of hybrid threat so effective is
that the attackers stay anonymous, making it hard to identify the source of the
threats (Arteaga, 2020). This is a key part of Russian doctrine, which relies on a
psychopolitical warfare called maskirovka, or mackuposka in Russian, seen as
essential. This aims to deceive the enemy through concealment, simulation, and
spreading fake news. Therefore, "maskirovka practices on a military level include
[.] language manipulation [..] for instance, the word 'offensive’ has completely
disappeared from the Soviet military vocabulary and has been replaced with
euphemisms like movement, exit, or defense” (Antoine, 2019, p. 21).

Disinformation not only affects the audience by influencing their emotions and
feelings related to their social values and fears, but it is also characterized by its
uncertain origin, intention, and impact, making it a powerful tool internationally. It
is unclear who is providing the information, whether all the data is false or, instead,
misrepresented, whether it was taken out of context of what actually happened, or
whether it is being manipulated to serve a particular political interest (Arteaga, 2020).

Typically, when sharing any kind of information, the challenge is ensuring the
message is received as intended and for the purpose it was originally meant. In
military settings, this becomes even more critical, as uncertainty, discrepancies, or
misunderstandings can impair decision-making and weaken the ability to respond
effectively (Guzman, 2019).

Two concepts initially converge on this point: fake news and malicious
operations. Specifically, fake news refers to news that can be proven false, but
it does not necessarily imply malicious intent, as it can also result from a poorly
communicated message, an error in the source of the information, or other factors.
Unlike disinformation operations, fake news is presented randomly and almost by
chance, whereas disinformation is calculated against a specific group and involves
conscious efforts (Paladino et al., 2021).

Besides fake news, there are six other types of disinformation: 1) satire or
parody; 2) false connections to easy-to-understand content; 3) misleading content,
which combines lies with truthful facts; 4) false context, which involves events
presented in a way unrelated to reality; 5) imposter content, aimed at deceiving the
audience to steal information or gain an advantage; and 6) manipulated content,
which, as the name suggests, is designed to influence or sway viewers in favor of
the disinformer (Doble Check, 2020).
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One of the measures the United States has implemented to combat
disinformation operations and safeguard itself from false news is to disseminate
it through official media outlets, along with corresponding corrections or fact-
checks, as shown on the Department of State website. In Colombia, a key initiative
is the VERA campaign, promoted by Asomedios, where the country's leading radio
stations broadcast brief messages aimed at debunking fake news that has gone
viral across various media outlets.

But, how effective can this measure be regarding the speed at which
disinformation operations achieve their goals? The truth is that this remains
uncertain; nonetheless, the effort to implement strong responses to lessen the
harmful effects of disinformation is valued. Besides these efforts by trained
personnel to screen information before publication, it is essential to promote
a civic culture to stop the spread of disinformation, along with coordinated,
interagency collaboration to more effectively identify misleading content, prevent
its dissemination, and counter it by debunking the deception.

Another recent example was the public health crisis caused by COVID-19.
To address its impacts, various governments, international organizations, and
the private sector launched campaigns to promote vaccination and combat
misinformation. In this context, the European Union based its major efforts against
disinformation on the belief that effective management of the public health crisis
would be directly related to the number of deaths from the disease (European
Commission, 2021).

Disinformation is a coordinated phenomenon that involves planning and
logistics to ensure the spread of the intended message, along with the pursuit of
a specific objective. Additionally, disinformation serves as a weapon used against
an adversary to undermine its credibility, legitimacy, and stability, and to influence
thoughts, emotions, and actions either against the enemy or in support of the
person creating the disinformation strategy (Rodriguez, 2017).

Besides the strategic impact discussed so far, disinformation is a global
industry operating in over 48 countries. Various actors, unaware of the ultimate
goal of disinformation, contribute to this threat's chain (Levy, 2021).

Therefore, the European Commission has introduced an action plan to combat
disinformation, outlining specific measures to address it. First, it is essential to
enhance the ability to detect, analyze, and expose disinformation campaigns.
This involves strengthening technology that can monitor, prevent, and identify the
source of fake news or disinformation, as well as enabling quick responses to stop
the spread of such content.
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Second, itis essential to strengthen the response efforts of both the private and
public sectors as a whole. Finally, and in line with the above, the private sector must
be mobilized to raise public awareness about the effects of disinformation and
improve the ability to adapt, learn, and discard manipulated information (European
Commission, 2018).

Having analyzed the concepts related to disinformation, the challenges faced
by the Military Forces in countering disinformation operations in national security
and defense are outlined below. To achieve this, Colombian military doctrine
is examined, and some concepts are proposed that clarify how the capabilities
of the Military Forces should be directed to maintain an offensive and defensive
advantage in disinformation operations.

Military Forces Strategy in the
Face of Disinformation

Information warfare has created a unigue intangible value within armies, rooted
in power and knowledge. The primary strategy has been for armies to establish
security and defense measures for their intangible assets, including programs
to detect, control, and prevent the intrusion and theft of their most sensitive
information (Sierra, 2003).

Based on the above, information operations are conducted to enhance the
Force's ability to protect its information assets, while using disinformation as a
strategy to its advantage. Actions include sabotaging the enemy's computer and
technological systems to make them unusable, disrupting the flow of information,
lowering their combat morale and/or their command and control systems; denying
access to sensitive information; creating deception among the audience about the
enemy; gathering intelligence about the enemy or planting false messages against
it; influencing bystanders to promote favorable behavior for the Force; and early
detection of intrusions into official computer systems (Andrade et al,, 2011).

Information operations, which can help deter adversaries at no cost in warfare,
are grouped into attack, defense, and electronic support (Clark, 2010). In this way,
public value is provided to various sectors of society, helping to safeguard different
aspects of public and private life, such as financial information.

After analyzing disinformation as a strategy against States, it is now crucial to
examine the roadmap for the Military Forces in response to this escalating threat.
On one hand, the forces must work to protect themselves from these operations,
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and on the other, they must develop military strategies to control the spread of
disinformation that could undermine their legitimacy, the legitimacy of the State
overall, and the institutional order. Achieving this goal requires the involvement of
all operational levels within the security force.

When we talk about the strategic level, we refer to the group of people and
tangible and intangible resources available to support command decision-making.
At this level, senior commanders plan the methods and resources to be provided to
the combat Army, including the timing, sources, and quality standards. They also
act as a conduit for establishing a direct relationship with the Central Government,
promoting the achievement of national objectives by organizing institutions
accordingly, and following the strategy of the President as Commmander-in-Chief
of the Military Forces.

At the operational level, the information, means, and resources conceived and
executed at the strategic level are received and used to implement operational
plans created at this level, ensuring operational effectiveness. Finally, tactical units
carry out the operational plans provided by the operational level. Commanders at
the tactical level utilize the personnel, means, and resources needed to conduct
missions and complete tasks.

Operational Fundamentals for Special Forces
against Disinformation Operations

Once the conceptual and theoretical framework of disinformation operations is
analyzed, it becomes possible to establish guidelines that can demonstrate the
directioninwhich operational foundations should be built to address disinformation.

When analyzing disinformation from a comprehensive perspective based
on the functions, capabilities, and scope of the three levels of security forces,
it becomes clear that at the strategic level, measures are necessary to reduce
the impact of disinformation operations, especially when these threats threaten the
institutional reputation and political and administrative stability. Likewise, planning
for material and intangible resources is essential to train and equip personnel with
the latest technologies to identify sources of information, the origin of fake news or
cyberattacks, and to protect official databases and other related tactics.

At the operational level, intelligence is collected to identify and analyze the
adversary across all areas, capabilities, techniques, and tactics (Guzman, 2019),
as well as to coordinate efforts for gathering information at the tactical level. In
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this context, tactics are necessary to determine whether the information obtained
is accurate and free from an intent to confuse or deceive the Force, or to obstruct
decision-making processes.

The challenge at this stage is managing uncertainty, because, unlike at the
strategic level, where efforts mainly aim to influence the institutional image or
the legitimacy of the Government, disinformation now has the power to affect
decision-making and operational success. Thus, receiving false or manipulated
information compromises the integrity of the troops and the Force's ability to
attain the desired operational results (Guzman, 2019).

At the tactical level, human intelligence and other information-gathering
technigues are essential processes that require thorough training in skills to identify
information sources, evaluate their quality, and assess potential consequences.
Similarly, information operations must be used as a deterrent against the enemy.
In this context, disinformation creates the appropriate conditions to generate a
strategic impact for a limited time, which matches the duration of institutional
weaknesses, causing instability due to disinformation (Guzman, 2019).

An example of this is military information support operations, a capability of
the SF that spans all three levels of the Force. These operations aim to analyze and
address psychological strategies in the operational arena, while also supporting the
institution's information activities in coordination with other entities and national
civilian authorities, among others (Ejército Nacional de Colombia, 2017).

To protect the Force during operations, the SF can and must support
information security through technological tools and cyber capabilities, within their
authority and in the performance of their duties. This condition is fundamental, as
it aims to safeguard this action in defense of sovereignty and independence.

This is outlined in the United States Joint Publication ADP 3-13 on Information
Operations, which states that military operations in the information domain must
use electronic warfare, computer network operations, psychological operations,
military deception tactics, and operational security in an integrated way. The goal
is to influence the adversary's processes and decisions while safeguarding one's
own functions (Department of the Army, 2023).

Furthermore, it notes that conducting any military operation requires support
processes to accomplish the mission and assigned tasks. In this context, sup-
port is necessary to ensure information security, physical security, prevent or
anticipate physical attacks, and develop counterintelligence operations and
combat camera systems (Joint Chiefs of Staff, 2006).
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From another perspective, information operations require enhancing civil-
military relations and military diplomacy to, on one hand, gather accurate
information and strengthen ties with the civilian population, and on the other,
support intelligence functions and promote the conduct of operations with
accurate information that reduces the inherent risk to military forces (Joint Chiefs
of Staff, 2006).

Inthe case of Colombia, all these strategies must align with the Intelligence Law
and other national and international regulations that govern the actions of security
forces. Furthermore, information operations should become the foundation of any
military operation, considering that disinformation is a subtle yet highly effective
tool for adversaries to disrupt decision-making, hinder operational success, gain
an advantage in the theater of operations, and influence audiences.

Therefore, there is a need for support, which involves the ability to collect, store,
and manage information in real-time with accuracy and relevance. It also seeks
opportunities to gather available, easily understandable, and concise information
(Joint Chiefs of Staff, 2006). This information will provide the command with the
necessary data for decision-making, so it requires a specific security scheme to
protect the lives of troops, strategic assets, infrastructure, and other material and
non-material resources of the Colombian State, thereby defending sovereignty,
independence, territorial integrity, and the constitutional order.

Specifically, combat cameras are a vital part of the Military Forces because they
address a series of psychological operations that challenge the actions of institutions
to uphold the rule of law and national order. They serve as a tool to showcase the
Force's efforts, including its support for civilians, its response to various disaster
risks and emergencies, the execution of military operations to establish stable peace,
and the dismantling of criminal networks that threaten communities.

Furthermore, through combat cameras, the nation witnesses the Force's
intervention, the use of techniques and tactics protected by national and
international regulations, as well as the principles and values characteristic of
military culture. In this regard, mechanisms are put in place to safeguard the
institutional image and serve as legal protection against allegations of actions by
the security forces.

Regarding fake news or content manipulation, it is crucial to have a department
or unit that, from a strategic level at the headquarters of the security forces and
even from the General Command of the Military Forces (CGFM), directly provides
accurate and factual information to the media. This helps protect institutional
legitimacy and supports the defense of the constitutional order and social values.
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However, the relationship is cyclical and interdependent, since a good image
and reputation are necessary for the media—mainly from the private sector and
sometimes independent of any government or public authority—to trust the
content directly broadcast by the Military Forces.

Similarly, it is essential to establish how to handle crisis situations that
threaten the credibility of the Military Forces. Such situations may directly impact
institutions or lead to the spread of false or malicious messages that cause fear and
uncertainty about national security and defense. An example might be an attack
by an illegal group or an invasion by another country. This type of content should
also be incorporated into the operational concept of the SF, which is designed to
counter disinformation operations.

Conclusions

Disinformation targets various levels of the Military Forces by disrupting their
processes, hindering decision-making, and damaging the institutional image.
These attacks include delivering, publishing, or using false information to portray
the adversary, which hampers operational planning and the integrity of Force
members. Likewise, the legitimacy of official databases, institutions, and political
and administrative stability is undermined.

Because of this, each level of the Force has specific tasks related to its
capabilities to counter disinformation. Primarily, there is a focus on enhancing
the skills of the Intelligence branch, both in gathering information for military
operations and in identifying illegal groups and their methods. Additionally, cyber
defense mechanisms must be strengthened, and initiatives should be created to
protect the institutional image in support of strategic communications.

Faced with this, ICTs have created audiences that receive and send messages
at an incredible pace. These audiences, sometimes because they are unaware of
the published topics, may develop political loyalty naturally or in response to certain
stimuli. This can lead to a clash between factions, questions about the legitimacy
of institutions, and other behaviors that impact the political and administrative
stability of governments.

Inthis context, SF units capable of defending against cyberattacks are essential
to protect information vital for decision-making and the development of military
operations. Similarly, they must safeguard audiovisual data that could be taken
out of context to carry out disinformation campaigns against law enforcement.
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From another perspective, special operations are needed to identify the source or
origin of false or misleading news intended to disrupt the nation's political and
administrative stability.

In any case, the primary source of disinformation spreads or publishes it with
the goal of influencing the adversary and garnering political support that rejects the
opponent's beliefs, positions, and/or actions. The media that use these tactics rely
on manipulating the masses, targeting their belief systems and undermining their
social values to provoke an ideal violent response.

Thisphenomenon causes events that destabilize the politicaland administrative
system, enabling the source of disinformation to achieve its political goals. The
impact can be so significant that it may even lead to the collapse of an institution,
entity, or government. Clearly, this level of instability puts States at risk.

In this respect, these challenges create a new area of expertise for the defense
and security sector, which must develop strategies to manage the strategic impact
of disinformation operations and prevent their occurrence. To achieve this, they
must enhance their technological systems, improve the Force's capabilities in
manipulating technological tools and information, and adopt technologies that
enable them to respond as effectively as possible.

Initially, the SF must be established with operational foundations to safeguard
sensitive information of state entities. Similarly, they must verify the accuracy
of information by creating content that opposes disinformation operations, for
which they must continuously give the media opportunities to collect firsthand
information. Additionally, they must develop strategies to prevent and contain the
spread of incomplete, false, and malicious information.

As a complement to analyzing armies that have engaged in conflicts with
other countries—such as the United States, which has developed a functional
doctrine and implemented support capabilities for various military operations—
distinct tasks must be created for the Colombian SF. These tasks should aim to
maximize physical attacks on the enemy's morale, enabling better synchronization
of disinformation operations planning.
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