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concludes that complexity sciences offer a means to navigate and resolve this tension.
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Introduction
The entire history of technology is, prima facie, military technology specifically for 
defense, protection, control, attack, and security. The history of technology effectively 
encapsulates the history of warlike military technology; they amount to the same 
thing. From the invention of fire to the wheel, the knitting or spinning needle, and 
the axe, right up to recent days, with one notable exception: the birth of the internet. 
While various attempts at the origins of the internet had a military intention—such 
as the entire history of Arpa in 1958, followed by the history of Arpanet in 1969—the 
internet was born as a distinctly civil matter, aimed at benefiting humanity, thanks 
to CERN—the European Organization for Nuclear Research—in 1989. This fact 
marks a unique turning point in the entire history of technology.

Various States, forces, and corporations have tried to control the internet, 
with different motivations and justifications. It is simply impossible. However, the 
majority of society still ignores these processes, attempts, and policies, as well as 
the intelligent use of the internet. Perhaps, the best expression of attempted control 
over the internet is the Eschelon network (Maldonado, 2019a). Control or the 
impossibility to control the internet is part, without the slightest doubt, of one of the 
most critical aspects of complexity, the world, and knowledge. The complexity of 
the world and knowledge? The question immediately refers to complexity sciences. 

This chapter presents and discusses the most significant articulations of 
complexity sciences, generically also called cutting-edge sciences, in stark 
contrast to normal, hegemonic, or classical science, three different ways to point 
in the same direction. The “dominant paradigm,” Thomas Kuhn would say, in an 
expression—paradigm—with which he later disagreed, against which Kuhn would 
have highlighted either the idea of “new paradigm(s)” or, much better, the scientific 
revolution. 
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Moreover, since its birth in ancient Greece—specifically during the transition 
from archaic Greece to classical Greece—science has always implied democracy, 
an implication that is neither easy nor direct, as we will see later. Indeed, science 
emerged in classical Greece after the Thirty Tyrants, thanks to the governments of 
Solon and Pericles. The humanists first appeared, particularly the sophists, with 
whom Plato and Aristotle engaged in debate. Subsequently, the finest aspects of 
philosophy, astronomy, geometry, logic, arithmetic, and medicine were developed, 
along with the best of the arts. The history of the relationship between science and 
democracy has been extensively documented throughout history and geography. 

Thus, we are witnessing an essential tension. It is the tension between science 
and technology, one markedly democratic in the philosophical sense of the word. 
This sense is condensed in the expression logos didomai, which in Greek means 
both to ask for or demand reasons and to give or provide reasons, which was initially 
done in the public square, in the agora. It then gets technical at the Lyceum and 
Academia. On the contrary, technology, in general, has a distinctively belligerent, 
defensive, and warlike spirit in the sociological meaning of the word. 

The entire history has involved tension and complementarity, depending on 
the case and the moment between science and technology. Significantly, when T. 
Kuhn wrote his famous book on scientific revolutions in 1962, the ratio of scientific 
revolutions to technical or technological revolutions was one to four; that is, for 
each theoretical or conceptual revolution, there were four technical or technological 
revolutions. It is sufficient to remember, let us mention in passing, that the revolution 
of Watson and Crick and the discovery of the structure of DNA, vital as it is or as it 
was, was not a theoretical revolution but a technical or technological one. Well, by 
2012, the ratio of scientific revolutions to technological revolutions had increased 
to one to seventeen.

We are witnessing an enormous advance in knowledge, but the vast majority 
of these advances are technical and minimalist. We need a magnificent theoretical 
or conceptual revolution, but this is not the place to delve into it. 

Plain and simple, we are engaging in many activities without necessarily 
understanding what we are doing, their consequences, or the broader frameworks 
and contexts of our actions (the big picture). Alternatively, it appears that knowledge 
management in general is less concerned with the theoretical dimension of 
knowledge—that is, basic research—and favors experimental and applied research 
much more effectively. 
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Whatever the case, today, two things no longer exist: science, on the one 
hand, and technology, on the other. Not in vain, G. Hottois consequently coined 
the concept of technoscience. Technologies acquire the much more appropriate 
mantle of engineering. And engineering is an applied science. 

This work revolves around complexity sciences, their importance, and their 
meaning, in this case, security and defense studies. From the emergence of 
liberalism, on the one hand, and the subsequent constitution of the nation-state, 
security and defense issues were generally abrogated to the State and the relevant 
agencies and forces. 

Well then, since their origins in Locke, Hobbes, and notably, Rousseau, security 
and defense issues refer to the protection and care of life. Not the State or a type of 
government. (We should revisit the classics of liberal thought.) Thus, the thesis of this 
chapter is that cutting-edge sciences and technologies that are highly necessary 
and relevant for the care and affirmation of life exist and are being developed. We 
must be able to know and take ownership of them, all of us. In Colombia, these 
sciences and technologies are still widely unknown to all the government and 
state sectors. A careful look would be enough, from the Conpes documents to 
the development programs (PNDs, by its Spanish acronym), from the different 
jurisprudence of the High Courts to the most sensitive documents of the Military 
and Police Forces, or from the declarations and records of the episcopate to the 
most important centers of the private sector, such as Andi, and many more; in 
short, from the laws enacted in the Congress of the Republic to the documents of 
the different science and technology missions that have taken place, for example. 
To date, complexity sciences remain a dish typical of the academic and scientific 
communities. The closest some have come is to systems thinking. And that still is 
very far from complexity. This is the novelty of this text.

Scientific and Technological (or Industrial) 
Revolutions
The expression cutting-edge sciences is a generic way of indicating a range, a 
mosaic of sciences and disciplines, of techniques and technologies, increasingly 
intertwined, that have been emerging strongly. Today, there is a very evident advance 
in knowledge. New sciences, disciplines, technologies, and understandings are 
increasingly emerging. The reason is straightforward: There has never been in 
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the history of humanity the number of mathematicians, biologists, engineers, 
and others that there are today. And there have never been so many people with 
master’s degrees and doctorates. Something similar could be said in many areas. 
We live, literally, in an age of light.

Understanding science and technology involves openly presenting the three 
scientific revolutions that have occurred to date (Maldonado, 2020a). The first is 
the revolution of classical or modern science, whose two apices are the Copernican 
revolution and the development of classical mechanics, a work that goes from 
Galileo to Newton; and with Newton, more recently, the development of statistical 
mechanics in the 19th century with the works of Maxwell and Gibbs. The First 
Scientific Revolution took four centuries and produced significant constructions, 
classical mechanics, thermodynamics, microbiology, and all the social and human 
sciences based on the program formulated by A. Comte, the father of positivism, 
and with many difficulties, biology. Roughly speaking, it covers the works of Bacon, 
Descartes, and Galileo until 1905, exactly. At the end of classical science, ecology 
began to be born. 

At the level of technology, it was the steam engine, invented by Watt in 1769, 
and the subsequent mechanization of work and society that gave rise to the First 
Industrial Revolution. The mechanization of society increasingly extended to 
practically all levels of society.

The Second Scientific Revolution extends from 1900 to the present, 
encompassing quantum theory. This period includes quantum physics, quantum 
chemistry, all technologies based on quantum principles or behavior, quantum 
biology, and, more recently, quantum social sciences (Maldonado, 2019b). 
Quantum theory can be divided into two phases. The first, the classical phase, 
spans from 1900 to 1934, highlighted by the famous EPR paper authored by 
Einstein, Podolsky, and Rosen. The second phase includes the works of Bohm and 
Feynman up to the present day, leading to advancements in quantum computing, 
quantum information processing, teleportation, the study of tunneling phenomena, 
and cryptography. The division between these periods of quantum theory is 
marked by the emergence of nuclear physics after World War II, particularly with 
the Manhattan Project and the subsequent developments during the Cold War, 
culminating in the creation of a hydrogen bomb by the USSR in 1952. 

The Second Scientific Revolution took decades to carry out. On the technological 
scale, the most essential phenomenon was the birth of the computer and computing, 
not without precedent, thanks to A. Turing. Without a doubt, computers are the most 
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critical tools and technologies ever developed by humans, even above the mastery of 
fire and the invention of writing, the wheel, or the knitting or spinning needle. 

Finally, the Third Scientific Revolution began in 1948 with the famous article 
by Shannon and Weaver. It is about the information revolution that extends to this 
day, giving rise to social networks, all born around 2012. This revolution takes years 
to take place. 

Technologically, the Second, Third, and Fourth Industrial Revolutions occur 
almost simultaneously. 

The Second Industrial Revolution consisted of mass production and began in 
the 1910s within the framework of World War I. It was formulated in 2011 and 
centered on the importance of the internet, which gave birth to artificial intelligence. 
The Third Industrial Revolution was identified in 2016 and consists of the synthesis 
of the physical, biological, and digital dimensions of the world and society. 

There is a distance between the First and Second Industrial Revolutions 
regarding the Third and Fourth Industrial Revolutions, and, at the same time, there 
is a tendency toward approximation between them. 

Well, there is, at the same time, an increasing distance between the Second 
and Third Scientific Revolutions and a rapprochement between the Third and 
Second Scientific Revolutions. 

This is the broad panorama of science and technology. However, some 
significant peculiarities also take place. The most important may be the following. 

Around the 1960s, new sciences were born—note the plural—based on border 
problems. Chronologically, these sciences as a synthesis are the following:

Cognitive Sciences
They were initially born in the MIT MediaLab around the 1960s. They are defined by a 
problem, namely, what knowledge is, for which they introduce a neologism, cognition, 
to differentiate it from knowledge. While this is clearly anthropological, cognition 
serves to designate a problem consisting of the fact that bacteria, plants, and animals 
know, just like human beings, but computers are also susceptible to knowledge.

Earth Sciences
In the 1970s, an idea formulated in the 1930s by Wegener was confirmed: plate 
tectonics and continental drift. The Earth is a dynamic system. At the same time, 
the exploration of outer space, a research program inaugurated by the former 
Soviet Union, shows that there may be other planets like Earth. Exobiology, 
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astrochemistry, and astrophysics were born. In 1964, cosmology was born as a 
science, known as the Big Bang inflationary theory. 

Space Sciences
Closely related to the previous ones, space sciences consist of dual research 
into outer space in the search for exoplanets and exploration of the ecosystem in 
which the solar system and, in turn, the Milky Way are located. From a terrestrial 
perspective, they observe whether biogeochemical cycles eventually exist. Black 
holes and the search for understanding the origin of the universe constitute some 
of the most critical issues. 

Health Sciences
After the birth of scientific medicine in 19th-century physiology, a magnificent 
emergence of sciences and disciplines linked to medicine and the study of 
disease occurred. On the one hand, all the medical-clinical and medical-surgical 
specializations, and on the other, the birth of related fields and the strengthening 
of the pharmaceutical industry constitute a fantastic dimension with enormous 
achievements in numerous fields to date. 

Materials Sciences
From the 1980s to date, progress in physics and materials engineering has not 
ceased, impacting all areas of societal life. Currently, graphene is of singular 
importance, permeating the best of technoscience. Nanotechnology plays a 
unique role in this spectrum. 

Life Sciences
Closely linked to health sciences, life sciences consist of the hybridization among 
geology, microbiology, paleontology, botany, and physical geography. It is practically 
impossible to turn your head and not find life, from extremophiles to viruses and 
bacteria on a human scale. Importantly, beyond the human scale, it has recently 
been about artificial intelligence and life. 
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Complexity Sciences
In 1984, complexity sciences were born, to which we will return in the following 
section, to study non-linear dynamics that are radically different from all classical 
or modern science. After their birth, spaces expressly dedicated to studying 
systems of increasing complexity were created in the most important research 
centers and institutes, universities, national government bodies, and occasionally, 
the private sector.

It is essential to highlight numerous links among the sciences indicated, 
possibly from boundary problems. 

Furthermore, on another level, between the end of the 20th century and the 
beginning of the 21st century, convergent technologies appeared. These are 
known by the acronym NBIC+S, which stands for nanotechnology, biotechnology, 
information technologies, cognitive science, and the social dimension of 
technology. (Talking about ICT today is an archaism, to say the least.)

In summary, a scientific revolution is not just a shift in understanding, but 
a transformative change in the worldview and our comprehension of the world, 
nature, the universe, and the human being himself. Similarly, an industrial revolution 
is not just a reorganization of work, but a profound transformation that reshapes 
society and its structures. 

Complexity Sciences. Characterization
Complexity sciences were born, conceptually and semantically, in 1984. However, 
its origins go back, avant la lettre, to the discovery of calculus by Leibniz and Newton, 
to the contributions of Gödel and Turing, and the always inevitable impact of the 
different works, as they are from each other, of Hilbert and Poincaré. This work 
does not want to elaborate on the history of the direct and indirect antecedents 
of complexity sciences. Instead, it is about its characterization and its specificity. 
That said, it must be clear that all cutting-edge research in the world (spearhead 
science) passes fundamentally through complexity sciences. Understanding them 
is a sine qua non for their study and implementation at any level or context. Figure 
1 presents an overview of complexity sciences.
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Figure 1. Overview of Complexity Sciences  

Source: Own elaboration.

The first of the complexity sciences, chaos theory, is characterized by its 
showing that the complexity of a phenomenon, system, or behavior consists of 
its unpredictability. Born in the context of meteorology, chaos not only makes it 
evident that things generally are, sooner rather than later, unpredictable and that 
unpredictability cannot in any way be ruled out, as it makes chaos an explicit theme 
of study and research.

A chaotic system is a highly ordered system, but one that is unpredictable. 
Are there phenomena and behaviors that are predictable? That is, moderately or 
approximately predictable? Of course. Complexity does not work there. Other tools 
for this type of predictable phenomenon have absolutely no complexity, such as 
planning, foresight, and probability studies and theory. Unpredictability means 
that things can be predictable only in the short term, and the shorter the term, 
the better. However, phenomena are increasingly unpredictable in the medium 
and long term. From meteorology, the study of chaos extends to natural, social, or 
human phenomena and behaviors. 

That said, not all things are complex. What is more, the vast majority of 
things are not. Complexity sciences work only on those phenomena that can be 
identified as complex, that is, of increasing complexity. So, for the question: What 
is complexity, and why does it arise? There is an immediate (first) answer: due to 
the unpredictable nature of things. Thanks to chaos theory, we are doing science 
of unpredictability for the first time in the history of humanity. 
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In the 1970s, fractal geometry emerged contemporaneously with chaos theory. 
It is the explicit recognition that nature has a fractal dimension, in contrast to the 
classical way of understanding natural phenomena based on Euclidean geometry. 
More precisely, fractal geometry consists, put succinctly, of a double characteristic. 
On the one hand, the fractal dimension means that the structure of a part 
corresponds to the structure of the whole; technically, this is called self-similarity 
and is the subject of mathematical measurements, essentially based on iterations.

Conversely, fractal geometry also implies that nature is irregular. These 
irregularities give food for thought within the framework of this geometry and 
demand the ability to see irregularities, patterns, and pattern breakouts. Fractal 
geometry has been used to study human, natural, and artificial systems, notably 
technological systems. 

Having said that, it is necessary to note that there are innumerable geometries 
and that each geometry describes its own separate world. In a fortunate but 
fortuitous circumstance, let us say that in 1977, another complexity science was 
born: catastrophe theory. Catastrophe is the term used in a theory of mathematical 
origin to designate sudden, unforeseen, irreversible changes. As can be seen 
immediately, it is not in the interest of complexity sciences to study trends, vectors, 
or matrices. Quite the contrary, it is about studying dynamics, changes, spaces, and 
processes that take place suddenly, are or can be irreversible, and are, therefore, 
unforeseen. It is not difficult to see the connections among several complex 
sciences. 

Although it is not the direct subject matter of this work, it must be said 
immediately that the mathematics of complexity is not the mathematics of 
continuous systems. Quite the contrary, it is the mathematics of discrete systems. 
This means that, on the one hand, average statistics—normal, Gaussian, Poisson, 
Bernoulli, gamma, and other distributions—are not in the interest of complexity in 
any way. Likewise, fields such as calculus, difference equations, the notion of limits, 
the study of functions, and others are not considered by complexity. A deepening 
and appropriation of the mathematics of discrete systems must be possible.

In 1977, I. Prigogine received the Nobel Prize in chemistry for his contributions 
to non-equilibrium thermodynamics and for having introduced into science what 
science did not have: time (Prigogine, 2003). Complex systems, as non-equilibrium 
thermodynamics reveals, are open systems—closed or isolated systems do not 
exist or are not possible. The most important thing that happens to them is the 
arrow of time, namely, the arrow of a growing time, ultimately generating life.
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Equilibrium, in any sense and context, is always provisional. More appropriately, 
we should speak of the absence of equilibrium or, what is equivalent, of dynamic 
equilibrium. The technical term used to designate this class of phenomena and 
systems is dissipative structures. 

While time was a factor that was always discarded in the study of world affairs, 
Prigogine’s studies show that complexity exists precisely because of time. This 
cannot be considered a framework of probabilities or a taken-for-granted issue. 
Instead, time is the generator of non-equilibrium—in a word, non-linear—dynamics.

Furthermore, the thermodynamics of phenomena far from equilibrium shows 
that dissipative structures are self-organizing. That is, the essential things in the 
world and nature are not subject to a control system, in any sense of the word, 
but spontaneous and, in themselves, robust. Self-organization is a fundamental 
approach that is part of complexity sciences (Camazine et al., 2003). 

Another field of complexity science is artificial life. Established in 1989 at the 
initiative of C. Langton, it is a purely philosophical program that utilizes computing. 
The purpose of artificial life is to comprehend what life is, how it arises, its dynamics 
and logic, and how, in its origins, artificial intelligence similarly explored the mind 
or intelligence through the development of the Turing machine. Thus, without the 
slightest doubt, artificial intelligence and artificial life represent two sides of the 
same coin. 

This observation allows us to highlight that complexity sciences are the result 
of computing and, in turn, actively constitute the development of computing 
(Pagels, 1991). 

In this regard, working with complexity is distinctively working with computing, 
plain and simple, as a tool, namely, the best tool developed to work with possibilities. 

Complexity does not concern itself with what is real, what is at hand, and what 
exists in any sense of the word. For that, you do not need complexity. Regular 
science suffices. On the contrary, the most important of all the methodological 
and heuristic features of complexity sciences is that they study the phase spaces 
of actual phenomena. This means that it involves learning about the spaces of 
possibilities for the evolution of any phenomenon. We will never understand 
anything if we ignore phase spaces. Technically speaking, these phase spaces are 
known as the Hilbert space, named after D. Hilbert. Another interpretation of phase 
spaces, which allows for working with first- and second-order phase transitions, is 
as the adjacent possible. 
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Therefore, in any sense of the term, the real appears only as a subset of a 
more extensive set that comprehends it and makes it possible, namely, the world 
of possibilities—of possibilities and not of probabilities. After all, contemplating 
what is possible even entails considering impossibilities. Complexity sciences are 
a science, even of the impossible. We are engaging in the science of the impossible 
today (Maldonado, 2021). 

 From 2001 to 2003, a new field of complexity science emerged: network 
science. In this way, the complexity of a phenomenon depends on the networks it is 
part of or that it creates. Complex networks fall into three categories: small-world, 
random, and scale-free. We live in a highly interconnected world in numerous ways, 
and it is these networks that enable us to understand complexity; for example, the 
unpredictability of sudden, unforeseen changes or the absence of equilibrium. 

Perhaps the greatest discovery of network science is the phenomenon 
of synchrony or synchronization, which occurs at all scales of nature, even in 
inanimate physical systems. This synchronization is technically known as the 
Kuramoto effect. Synchrony is a spontaneous phenomenon that does not require 
centrality or hierarchies to be understood. 

A fortiori, synchronicity phenomena exist in natural systems as well as in 
human systems. Complexity permeates nature and, therefore, non-linearity. 

This is the greatest difficulty that complexity sciences, along with their 
technologies and tools, pose for a classically formed mental structure. There are 
spontaneous dynamics (order-for-free, in technical language). Some bottom-up 
self-organization phenomena do not require a top-down approach. This topic is 
directly and necessarily related to topology, which, if the expression fits, serves as 
the mathematical basis of complexity. 

As can be easily seen, it is a series of structures, dynamics, and processes 
that have nothing to do with classical culture: emergencies, non-linearity, self-
organization, synchronization, spontaneous order, absence of hierarchy, and 
centrality. These traits and mental frameworks enable us to understand why most 
companies, states, and government agencies worldwide recognize complexity and 
have learned about it in some way, yet struggle to adopt, implement, and deploy it 
fully. Clearly, this represents a scientific revolution. 

A common feature of all complexity sciences appears immediately after 
the panorama presented above, before a sensitive gaze. Complexity consists of 
perceiving phenomena, dynamics, processes, or structures as living systems 
or systems that exhibit life. In contrast to all classical science, it is decisively 



112

Disruptive Technologies, Logistics, and National   
Security and Defense in Cyberspace

mechanistic and deterministic—a radical transformation of any perspective in any 
plane or context you choose. 

Additionally, following Figure 2, another complexity science is non-classical 
logics (NCLs). It must be said that this idea is specifically Latin American in general 
and constitutes one of the contributions of Latin America to the history of science, 
for example, analogous to the concept of autopoiesis of Maturana and Varela or the 
paraconsistent logics of N. da Costa or the economies of scale, initially introduced 
by M. Max Neef—barefoot economies, Max Neef called them—for example. No one 
else, neither on the side of the logicians nor on the side of the complexologists, ever 
saw or established this relationship.

NCLs constitute a broad continuum of alternative logic, most of which are 
complementary to classical formal logic, also called standard logic. This logic can 
be designated in four ways: mathematical logic, propositional logic, symbolic logic, 
or predicate logic. It is, in any case, first-order logic. 

NCLs immediately recognize that a logical pluralism exists, a pluralism of 
systems of truth. In other words, there is no single truth. This is undoubtedly a 
cause for scandal for the classical vision. Figure 2 illustrates the NCL landscape.  

Figure 2. Overview of Non-Classical Logics (NCLs) 

Note. Figure 2, however, does not intend to be exhaustive. 
Source: Own elaboration based on Maldonado (2020b). 
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The fundamental idea is that there is logical pluralism. Therefore, several worlds 
are possible, logically speaking. It is important to note that the semantics of NCLs 
reflect the semantics of possible worlds. Thus, the idea that thinking and working 
with complexity involves engaging with possibilities and even impossibilities is 
understood and reinforced. 

Such is, so to speak, the classic panorama of complexity sciences in brief. 
There is a proper way to understand them, put negatively. Complexity sciences can 
be ideally understood as rejecting any form of dualism, determinism, mechanism, 
or reductionism.

Well, in precisely this same atmosphere and spirit, two sciences—epigenetics 
and biosemiotics—can ideally be included among complexity sciences.

Epigenetics, not without precedent, emerged in 2005 and merits recognition 
for overcoming the culture-nature duality. We not only inherit and transmit genes; 
we also inherit and communicate experiences. By 2005, it was established that this 
phenomenon occurs across up to three generations. By 2021, it was established 
that this process spans up to eight generations. Epigenetics has been confirmed in 
plants, animals, and humans. 

It is easily understood that the split between natural sciences and human 
sciences, or between exact sciences and arts, or even between nature and culture, 
is now perfectly unsustainable. Any action or decision on one plane immediately 
affects the other plane. 

For its part, biosemiotics is articulated in three main domains: 
anthroposemiotics, zoosemiotics, and phytosemiotics. In all cases, the focus is the 
production of signs, signals, codes, patterns, and messages at the levels of living 
systems. Living systems read signs and signals, interpret them, and subsequently 
create new signals and messages, thereby forming a vast informational field that 
traverses, constitutes, and elucidates the dynamics of living systems in general: 
plants, animals, and human beings, overall. 

Whatever the case, looking to the left of Figure 1 is essential. It pertains to 
quantum mechanics. Quantum mechanics is, without a doubt, the archimedical 
fulcrum of the world’s entire scientific and technological edifice today. It is the 
most robust, the most conforming, the most verified, and the most falsified of 
all scientific theories. It has been confirmed and falsified to the eleventh decimal: 
0.00000000001. No theory has such solidity.

Quantum mechanics is (straightforwardly) a very technical and challenging 
mathematical device dedicated to studying quantum phenomena and behavior. 
These phenomena are characterized, among other features, by non-locality, 
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superposition, indeterminacy, complementarity, entanglement, teleportation, 
tunneling, and Pauli exclusion. Evidently, this is a highly counterintuitive theory that 
is based on something other than the weight of natural perception or the senses. 

Quantum mechanics is the most advanced theory developed to explain 
phenomena such as the universe, the world, nature, human beings, and life in any 
meaning or sense of the word. Simply put, it is impossible today to provide an 
explanation, gain an understanding, much less make a decision, without at least a 
basic but solid knowledge of quantum mechanics.

Let us put it bluntly: cutting-edge sciences, in general, and complexity sciences, 
in particular, are impossible outside of quantum mechanics. This is precisely 
articulated in five domains: physics, chemistry, technologies, biology, and quantum 
social sciences.

It would be desirable to present the disciplines and approaches of complexity 
sciences. For example, swarm intelligence indicates that, in nature and natural 
systems, there are instances when groups choose to act as individuals because, in 
this manner, they achieve better outcomes than if they worked collectively. Schools, 
birds, social insects, subatomic particles, and gazelles are notable examples. 
Human beings have yet to fully learn these behaviors, especially those influenced 
by Western ways of thinking and living.

Likewise, reference should be made to the concept and emergency processes. 
Thinking in complexity is the complete opposite of thinking in terms of causality 
and even multicausality; its variants include “multivariate or multidimensional 
analysis” and others. Emergent properties or behaviors mean no proportionality 
between the input and the output. The output is much more than, and very different 
from, the input. 

A final observation is in order. Systemic is perfectly different from complex, 
a rampant confusion that prevails out there, even in the scientific and academic 
world. This is not the place to underline demarcation criteria (Maldonado, 2023a). 

Whatever the case, a prominent family trait permeates and defines complexity 
sciences. It involves thinking about phenomena as living systems or, equivalently, as 
systems that exhibit life. This idea has very serious epistemic and moral consequences. 

Mathematical Tools of Complexity 
Complexity sciences are essentially two things. On one hand, they represent a robust 
epistemological apparatus composed of various sciences, disciplines, approaches, 
and understandings. A brief overview has just been outlined. At the same time, they 
consist of sophisticated techniques and tools, which I deal with below. 
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As an introduction to this section, it must be noted that there are three types of 
science today that correspond to three distinct methods or methodologies. These 
are science by induction, science by deduction—which correspond to the scientific 
models of the First Scientific Revolution—and science by modeling and simulation. 
Accordingly, one can speak generically of three primary scientific methods: 
qualitative methods, quantitative methods—occasionally mixed or hybrid methods 
that combine the above—and modeling and simulation.

Significantly, work in science, much more than in fields, areas, behaviors, or 
dynamics, consists of the discussion and development of models. There are three 
lines of work in this regard: 1) how a model arises or is formulated, 2) how a model 
is supported or maintained, and 3) how a model is dismantled. Naturally, it can be 
an economic, political, educational, financial, or other model. Thus, a taxonomy of 
models includes the following configurations: 

A Conceptual Model
By default, this is, in principle, always included. It is about the elaboration that 
results from the clarification of a state-of-the-art. The model can be, generically 
speaking, a theoretical or conceptual model. In research projects, it is precisely 
what is designated as the theoretical framework or conceptual framework. It is the 
minimum that reasonable research can or should have. It is the norm, in any case. 

A Mathematical Model
There are, roughly speaking, two types of mathematics: the mathematics of 
continuous systems and the mathematics of discrete systems. Thus, the 
mathematical model includes two options. As mentioned, the mathematics of 
complexity is the mathematics of discrete systems. I will return to this idea below. 

A Logical Model
There are two significant dimensions of logic: formal and non-classical (LNC). 
Consequently, a logical model allows for two possibilities. It all depends on the 
strength of innovation or the researcher’s risk commitment. As mentioned, LNCs 
will enable a variety of options. In this regard, everything depends on the capabilities 
of each researcher. 

An Informational Model 
It refers to the use of existing programming languages. There are numerous 
programming languages for different uses. 
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A Computational Model 
It refers not only to the use of a programming language but also to the development 
of code. That is, promising research must be able to write code to study and explain 
a phenomenon, problem, or system.

I would like to express this clearly. Research must include at least two of the 
previous models. By default, you already have one: the conceptual or theoretical 
model. Additionally, it should incorporate another one. Ultimately, it all depends on 
the strengths and learning capabilities of a researcher or research group. 

That said, it is important to make a fine distinction, which is not difficult at 
all. Modeling is one thing, while simulation is quite another. Linear systems can             
be modeled, but only non-linear systems can be simulated. It is not impossible that 
there are links between modeling and simulation. In other words, the purpose of 
modeling is to apply or implement a model. For its part, the purpose of a simulation 
is to understand or explain a given system very well. 

Without being exhaustive, I briefly present the main complexity tools below. It 
is worth noting that these are exclusive or distinctive tools of complexity sciences. 
Thus, it is essential to develop a mental structure based on the theoretical corpus 
(i.e., complexity sciences) and tools, rather than favoring one over the other. 

The first fundamental tool is the theory of computational complexity. Figure 3 
illustrates what it consists of.

Figure 3. Computational Complexity Theory  

Source: Own elaboration based on Maldonado y Gómez (2011).
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The basic idea is straightforward. All problems are resolved within a given time 
frame. The simplest way to designate the resolution times of a problem relates to 
computing (capacity) (concerning that problem). Thus, all issues in science or life 
can be categorized into two groups from this perspective: undecidable problems 
and decidable problems. The undecidability—or decidability—of a problem does 
not imply that it cannot be resolved or articulated. Instead, with undecidable issues, 
the focus is on the difficulty—better put, the impossibility—of solving them within 
a certain time and space, with any inputs, given an actual or potential algorithm. 
In other words, determining if and when a problem can be resolved is impossible 
since no algorithm exists or is likely to exist. 

The distinction between decidable and undecidable problems is derived from 
D. Hilbert’s tenth problem, known as the halting problem (das Haltungsproblem) 
(Gray, 2003). 

Undecidable problems consequently call for non-conventional computing 
to understand and resolve them. Perhaps the most conspicuous case in this 
regard is biologhypercomputing, whose most complete expression is biological 
hypercomputing. Some examples of undecidable problems are inequality, poverty, 
knowledge, health, and life. 

For their part, decidable problems are those that either have an algorithm or can 
develop one for their resolution, even if it does not exist yet. P refers to polynomial 
time, while NP refers to non-polynomial time. Technically, these are known as the P 
versus NP problems. These, in turn, are part of the Millennium Prize problems, which 
are the final problems in mathematics to be solved, according to the Clay Institute. 
The most fundamental expression of polynomial time is physical or chronological 
time, which can be managed through agendas, schedules, organizational charts, 
and other similar distributions. Explaining the derivations of NP problems in terms 
of hard and complete problems would be lengthy. However, the literature on the 
subject is extensive and, in many ways, not very technical. 

Now, it is essential to point out that the theory of formal computational 
complexity is based on a more significant theory: the theory of complex problems 
(Maldonado, 2022). This assumption arises from the challenging issue of 
distinguishing which problems can appropriately be labeled as complex and why. 
Let us say it explicitly: not all problems are complex in the full sense of the word. 
Furthermore, most problems in science, as in life, are not rigorously complex. 

Generally and classically, each science or discipline has a heuristic that consists 
of the ability to solve a problem. It is also frequently assimilated into the innovation 
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capacity of a science or discipline. However, between 1980 and 1990, a significant 
development occurred in the study of systems and behaviors characterized by 
complexity: the emergence of metaheuristics, a new and exciting addition to the 
toolkit of complexity. 

Its most outstanding feature is the identification, with different criteria, some of 
which are technical, such as homeomorphisms, of groups of problems in search  
of solution spaces. The emphasis is on the plural.

Let us state it directly and precisely. In research, the delimitation of a problem 
is generally formulated—such as in terms of methodological delimitation and so 
forth—and this is considered normal science. Normal science does not aim to solve 
problems genuinely, but rather to shift or postpone them. The concept of scientific 
revolutions is well understood, whether from T. Kuhn’s perspective or within the 
French tradition, as seen in the works of Koyré, Bachelard, and Canguilhem. 

Metaheuristics, if you will, are much more effective, as they bring together 
groups of problems without limiting themselves to one problem at a time and seek 
solution spaces for problems that share similar criteria (Maldonado, 2013).

Metaheuristics, in turn, are articulated in a variety of approaches and strategies 
such as multilevel, hybrid, P, and NP—in direct connection with the P versus NP 
problems above, evolutionary, nature-inspired, local or global search, stochastic or 
sparse search, and several more metaheuristics. It is evidently a broad, suggestive, 
and distinctively complex terrain. 

Furthermore, it has been said that the mathematics of complexity is the 
mathematics of discrete systems. Its main articulations include partially ordered 
sets (posets). Things in the world cannot always be resolved or ordered except 
provisionally and partially. This is what this chapter consists of. Additionally, the 
mathematics of complexity encompasses extreme sets, discrete and combinatorial 
geometry, discrete probability theory, all combinatorial problems, also known 
as combinatorial complexity, game theory—including evolutionary games—and 
rational decision theory, topology (already mentioned), some of the NCLs, and all 
the mathematics of computing systems, which includes graphs and hypergraphs.

It is apparent that this is a large and suggestive arena. Therefore, it is evident 
that these are disruptive technologies in every sense of the word. The disruptive 
nature refers to the departure from traditional and fashionable techniques and tools.

An observation is necessary here. It is always important to distinguish between 
the trivial and the non-trivial in science. It is trivial to use existing tools. It is non-
trivial to take on the task of developing new tools and instruments. It is trivial to 
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make generalizations with whatever justifications one prefers. It is non-trivial to 
employ particular and even singular quantifiers. This concept of the trivial and the 
non-trivial deserves its own space in areas such as the methodology of scientific 
research, logic, and the epistemology of science, and of course, includes its applied 
and experimental derivations.

Three fundamental tools must be mentioned in this same context. All three 
have to do with measurements.

On one hand, entropy measurement is an important, albeit challenging, issue. 
As is known, the entropy of a system quantitatively defines the disorder of the 
system in question. Generally speaking, three approximations are considered 
chronologically: Boltzmann’s, Shannon’s, and Zurek’s measurements. The first 
two refer to classical thermodynamics concerning isolated or closed systems. On 
the other hand, Zurek’s measurement addresses the thermodynamics of complex 
systems. In this context, we must remember that thermodynamics is a unified 
science that examines isolated systems, in which case entropy is either inevitable or 
relatively specific. In contrast, in the thermodynamics of complex or even quantum 
systems, information processes allow for dynamic gradations (Zurek, 1990). 

Simultaneously, there is the problem of measuring the uncertainty of a system. 
More appropriately, it is actually about measuring indeterminacy, for which the 
necessary referent is W. Heisenberg. And with it, once again, the connection 
between complexity and quantum. It is simply impossible to measure at the 
same time the link and direction of any phenomenon, even in the classical world. 
In the classical world, everything indicates that human beings need security and 
certainties of all kinds. Indeterminacy is an ontological feature of the Earth itself or 
the universe. Everything, speaking without further ado, points to the role of chance 
in the economy of the universe and life. 

Well, closely related to the previous measurement, randomness is the third 
important measurement in the study of non-linear dynamic systems. Thanks to 
the works of Kolmogorov, Gödel, and Chaitin, there exists a tripartite path in this 
regard: the first within the framework of mathematics, the second in logic, and the 
third in computational systems. The close connection among these three areas 
does not escape a sensitive eye.

Finally, a conspicuous and perfectly distinctive tool of complexity sciences is 
a unique statistical distribution of complexity: the power law. Originally also called 
Zipf’s law, after its discoverer, the power law appeared in broad daylight thanks to 
fractal geometry, mainly due to the contributions of Mandelbrot.
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A power law is a statistical distribution that works in perfectly different terms: 
means, medians, averages, trends, vectors, or matrices. Specifically focused 
on log/log scales, a power law allows us to identify not only various scales and 
impacts but also what in normal statistics are called exceptions; that is, everything 
outside the parameterizations.

A power law has the merit of clearly identifying the presence of complex 
dynamics. In other words, whenever the presence or dynamics of a power law 
is established, it indicates the existence of a complex phenomenon, which 
encompasses any of the characteristics or attributes previously mentioned in this 
work. 

A power law allows us to identify not only the structure of a system but 
also its dynamics in comparison to similar or nearby systems—something that 
other statistical distributions do not offer. The log/log scale refers to the ability to 
condense a large amount of information (these are logarithmic scales).

More importantly, the study of phenomena, systems, or behaviors that exhibit 
or are based on a power law shows that, in nature and society, there are phenomena 
of self-organized criticality (Bak, 1996).

Self-organized criticality aligns well with several aspects of complexity 
sciences, particularly the study of phenomena far from equilibrium, technically 
known as punctuated equilibrium, artificial life, and emergent phenomena and 
properties. This concept is fundamental from an epistemological standpoint 
and encompasses everything it entails. Complexity exists at the opposite end of 
causality in any sense of the term. In reality, causality operates only locally and under 
controlled conditions. However, at meso- and macro-levels and in unregulated 
situations, causality disappears entirely. Consequently, new semantics, tools, 
sciences, and disciplines arise, which are specifically those of complexity sciences.

The Internalism vs. Externalism Debate in 
Science 
There is a highly sensitive aspect in understanding science, science and technology, 
and managing them. This issue is known in the history of science and philosophy 
as the debate between internalism and externalism; that is, the discussion of 
whether advances in science and technology result from discussions about 
concepts, tools, experiments, and so on, or whether, additionally and sometimes 
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mainly, advances or setbacks are also explained by factors external to thought and 
research, which primarily concern social, economic, cultural, military, or political 
circumstances. The history of science is prolific in this regard. 

A good understanding of what science is in general and how it is possible 
involves articulating these two aspects, which is easier said than done. Figure 4 
illustrates what constitutes a good explanation and triggering of science.

Figure 4. Defining Lines of Science and Its Management  

Source: Own elaboration.

Figure 4 helps us understand what research is generally, across any field or 
area of knowledge, how it emerges, and how it becomes possible. The success                    
or failure of an idea, character, or theory results from the interplay of three factors: 
biography, the social or family environment, and the social, political, or historical 
moment. 

Clearly, the personal experiences of each individual, in the broadest sense 
(emotions, sexuality, learning, challenges, and opportunities), form the fundamental 
basis of the research. Similarly, the family and social environment, the education 
received, foreign language instruction, training in music, and physical skills, for 
example, provide subtle yet unavoidable insights into each person’s intelligence. 
Furthermore, social or economic events, coups d’état, wars, peace, and social 
harmony play a crucial role in shaping ideas and intuitions. The examination of 
the biographies of artists, philosophers, or scientists, along with the analysis 
of historical periods, societies, and moments, underscores, either explicitly or 
implicitly, these three fundamental lines. 

Then, education, research plans, and public policies would benefit from 
expanding their observation windows, so to speak, and incorporating a scheme 
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like the one suggested in Figure 4. These three lines define personal or collective 
success or failure on any scale and in any context. Herein lies the complexity of 
the relationship among theory, biography, and the social environment of research, 
science, and technology. 

Understanding cutting-edge science and emerging technologies solely from 
an internalist perspective is out of the question. A delicate, sensitive, and dynamic 
balance with externalism is always present, though never obvious.

Thus, two guiding ideas of this work are understood much better: science, in 
general, always involves democracy, while technology has been, until the birth of 
the internet, a distinctly military matter. The balance between the military and civil 
dimensions of life marks essential tensions (Kuhn, 1996) in the complexity of life 
and knowledge. 

In other words, a good understanding of science and technology equates 
to a broad understanding, experience, and management of dimensions such as 
psychology, anthropology, health, and aesthetics. These aspects are essential 
for a comprehensive grasp of science and technology. As can be easily seen, 
this involves a sensitive and delicate interplay among the humanities, social and 
human sciences, and the sciences and engineering.

Approach to Cyberspace and Cyber Defense 
Security and defense issues primarily refer to themes, dynamics, problems, and 
actions amid uncertainty, to essentially unpredictable phenomena, to a significant 
capacity for improvisation and rapid learning, and finally, to non-linear dynamics in 
the full sense of the term.

I want to maintain that the issues of security and defense refer to much more 
than merely the defense of institutions, territory, life, and nature itself. Thus, any 
State must deeply understand the best of cutting-edge research, collaborate on it, 
and contribute to its dissemination. 

Politically and legally, institutions do not owe a duty to the State or the republic 
but to the nation. They have a duty to the people, the territory, and the protection 
and defense of nature. Institutions are merely means, tools, or instruments to an 
end: the defense, care, exaltation, enabling, and gratification of life. Human life, as 
well as life in general, exists within the framework of national geography. And often, 
it extends beyond geography. 
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Manifestly, the above indications are far from commonplace in an 
institutionalized atmosphere in the world. I am referring explicitly to institutionalism 
and neo-institutionalism. 

We find ourselves, both nationally and globally, within the framework of fifth-
generation wars. This situation arises from a social and cultural phenomenon 
unprecedented in the history of humanity. It concerns the transition from the 
analog world and society to their digital counterparts. 

We live in a world today that is immensely rich—rich in data. There are no 
longer, nor is it possible to speak of, variables in any sense of the word. A figure, a 
gesture, a letter, a movement, a relationship, a name, for example, are data. And the 
data are understood in the context of informational and computational systems. 
Life, in general, is impossible with your back turned to computing. 

As is well known, the internet is composed of superficial information—as in the 
famous iceberg analogy—and the information that exists on the deep web, which 
constitutes, by far, the majority.

Today, intelligence, lato sensu, encompasses knowledge of informational and 
computational systems, as well as navigating the internet. To be more specific: 
Human intelligence today fundamentally involves developing or acquiring a hacker 
mentality. The best companies, universities, and corporations now recognize the 
importance of including in their governing bodies not just the vice president of 
marketing, the head of logistics, the manager of general personnel, and others, 
but also a hacker, who has two main functions: first, to prevent the hacking of the 
company, organization, or institution, and second, to hack the competition. 

Cyber defense, broadly speaking, concerns not only state or governmental 
dimensions but also industrial, business, and knowledge aspects. Knowledge is an 
organization’s true asset; it represents the know-how and literally costs a fortune. 

In the past, espionage was primarily military. Today, it also encompasses civil, 
industrial, and other forms. This notion suggests a fundamental acknowledgment. 

Information is weightless; it can be kept as long as necessary, accumulated 
in various ways, and compartmentalized as needed. Likewise, information can 
be shared without losing it. You can always use it for any purpose, whenever 
you want. All of this points to the importance of the digital footprint. (Let us say 
in parentheses that the digital footprint is indelible, but it can be hidden, which 
requires technical knowledge of computing and information.)

Contrary to all appearances, the most essential things happen primarily in 
cyberspace, which is precisely the space of the digitalization of the world and reality. 
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As already mentioned and acknowledged, most information is found on the deep 
web. If UNESCO has rightly pointed out that currently, the main form of illiteracy is 
technological illiteracy, the vast majority of citizens and their organizations, of all 
kinds, remain functionally illiterate due, among other reasons, to their ignorance 
in browsing the deep web. Open data policies, as well as open science policies, 
fundamentally pass through this area. 

Complexity sciences know this, work on it, and deploy research capabilities. 
There are numerous works on complexity and military topics, and the research 

centers worldwide on these two lines are robust. Additionally, some journals 
specialize in this subject. Even adversaries recognize the significance of complexity 
sciences, lato sensu, when addressing critical issues such as democracy,        
freedom, national interest, geostrategic positioning, control, security, defense, 
and attack, along with all their derivations and intertexts. This is not the focus of 
this chapter, simply due to space limitations. A solid state-of-the-art, which, if the 
expression fits, represents the ABC of good research, thus highlights it well.

In any case, it is evident that as information is deposited in digital form, it is 
both secured and exposed, however paradoxical it may seem. The topics that arise 
then are encryption, cryptography, decoding, and coding, all of which refer to the 
interface between quantum and complexity (Maldonado, 2010). 

Cyberspace is the world of cryptography today. Currently, the battle, so to 
speak, is being won by the encryptors—an exciting topic is quantum cryptography. 
However, with the development of quantum computing, the relationship will reverse 
in favor of decryptors, regardless of the technicalities used by the former, one of 
the most reliable being the work with the Riemann zeta function. 

Cyber defense, cyberspace, and issues related to cybersecurity run cross-
cuttingly, as shown in Figure 1 above. 

Conclusions 
We are witnessing a magnificent development of science and engineering like never 
before in the history of humanity. The most important task for all those who, in 
some way, revolve around knowledge—that is, knowledge, information, education, 
culture in a broad sense, research—is to stay up to date, as much as possible, 
with the state-of-the-art. The difficulty lies in the rhythms and interconnections of 
these developments. Fortunately, there are numerous channels available for this. 
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Just one example: the briefings from Nature—one of the most influential journals 
in the world—that we may receive every day. 

I want to emphasize this: the best cutting-edge research in the world is rooted 
in the complexity sciences. Just look at the most significant think tanks, broadly 
speaking, around the globe. 

Stated negatively, complexity sciences address everything that traditional 
science overlooks; for instance, irregular movements, uncertainty, indeterminacy, 
unpredictability, sudden and unforeseen changes, irreversible alterations, the 
breakdown of balances and control, and the possibilities, even the impossibilities, 
of the real, or what remains beyond the parameterizations. This list could easily be 
expanded. 

To achieve this, sciences have deployed a dual apparatus: one conceptual and 
the other instrumental. However, both are fundamentally the same. The distinction 
is purely analytical. 

From any point of view, today, good intelligence consists of the articulation 
of two parallel and complementary levels: human intelligence and technical 
intelligence. The best expression of the latter is artificial intelligence. The best 
expression of the former… what it consists of still needs to be clarified. 

Artificial intelligence forms one of the best sedimentations of complexity 
sciences (Maldonado, 2023b). Table 1 specifies this idea.

Table 1. Relationships between Artificial Intelligence and Artificial Life

ARTIFICIAL INTELLIGENCE ARTIFICIAL LIFE 

Turing Test: Distinguishing the human mind from the 
machine Understanding life through computing 

Different types of TM (Turing Machine) Games: Earth, The Game of Life, etc. 

Associativism vs. connectionism Genetic algorithms 

Neural networks Bottom-up 

Top-Down

Source: Own elaboration.

The idea that follows from Table 1 is relatively easy. Artificial intelligence (AI) and 
artificial life (AL) are the same despite their origins in different frameworks and times.
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Thus, the topics and problems of cyberspace and cyber defense are well 
understood based on AI/AL. Everything else is simply operational. 

These are turbulent and fluctuating times, characterized by uncertain 
and unstable dynamics. In short, they represent chaotic circumstances and 
relationships that demand new and improved tools of all kinds, theoretical or con-
ceptual, as well as the best possible or imaginable technology. The challenges and 
problems stimulate our intelligence, rather than voluntaristic purposes or ideas, 
regardless of how well-intentioned they may be. In this context, intelligence is 
simply the term we use to describe the key to accessing learning and adaptation, 
if such a metaphor is possible. 

Let us conclude with a subtle analogy. Complexity sciences represent a 
scientific revolution. They are, simply put, still considered an alternative science. 
The reason is not difficult to understand and is much better illustrated by medicine 
or biology. When confronted with a new, foreign body, every organism instinctively 
closes itself off and rejects it. The organism seeks to preserve itself; in principle, 
any new entity poses a threat. However, the true danger lies not with the new 
body but with the organism itself, which may lack the intelligence necessary to 
maintain homeostasis. The body fails to recognize that it cannot heal and recover 
without significantly modifying its metabolism. That is what life entails: metabolic 
processes and networks. And yes, it is possible to transform and change your 
metabolism. What is at stake is health and life. 
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